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Abstract: This article reviews the arguments presented by both sides in the lawsuit Arm-
strong v. the Executive Office of the President, which concerned the electronic mail created
by the Reagan and Bush White House on the IBM PROFS system. It examines the
emerging consensus among archivists worldwide on approaches to managing electronic
records and considers the ways in which the position taken by the government failed to
reflect best practices. Specifically, it examines recent discussions of functional require-
ments for recordkeeping systems and raises some implications of a functional perspective
for archival programs and strategies. It concludes by arguing that archivists will need to
play a more active role in the society at large in order to ensure that the broader culture
understands and acts on the threats to accountability presented by computer-based elec-
tronic communications.
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Implications of Armstrong v. Executive of the President 675

ON 19 JANUARY 1989, THE FINAL DAY of

the Reagan administration, Scott Arm-
strong (then executive director of the Na-
tional Security Archive) and others filed a
Freedom of Information Act (FOIA) re-
quest and turned to the federal court system
to ensure that the contents of the White
House electronic mail and records system
would be subject to archival review before
disposition. After repeated efforts to secure
the retention of the records by other means,
Armstrong et al. sought an injunction pro-
hibiting the destruction of backup tapes from
the IBM PROFS system that served the
agencies of the Executive Office of the
President, including the National Security
Council (NSC). This is the same system
that earlier achieved substantial notoriety
because it revealed that Lieutenant Colonel
Oliver North and his superiors had engaged
in a scheme to sell arms to Iran and use the
profits to aid the Nicaraguan Contras after
North had destroyed the paper trails that
might have implicated the National Secur-
ity Council staff in the effort.

The lawsuit filed by Armstrong et al.
claims that some information on the PROFS
system qualifies either as agency records
under the FOIA and Federal Records Act
(FRA) or as presidential records under the
Presidential Records Act (PRA).1 They as-
serted that the Executive Office of the Pres-
ident failed to formulate guidelines consistent
with law and regulation for the manage-
ment of its electronic mail and to imple-
ment these in White House agencies. And
they contended that the archivist of the
United States neglected to carry out his sta-
tutory responsibilities with respect to the
electronic records on the PROFS system.

'The Presidential Records Act of 1978 (44 USC
2201-2207) is referred to here as the PRA, and the
Federal Records Act (USC chapter 21, 29, 31 and 33)
is referred to here as the FRA, but separate chapters
often are referred to by their own names—e.g., the
Records Management Act (29 and 31) and the Dis-
posal of Records Act (33).

The suit asked for relief in the form of im-
plemented guidelines for future electronic
mail and for appraisal of the records on the
PROFS system at the time of filing.

On the afternoon of 19 January 1989,
Judge Parker of the District Court of the
District of Columbia issued a temporary re-
straining order enjoining the government
from disposing of the PROFS tapes, and
the government agreed to maintain the in-
formation that was at that time in the PROFS
system until final resolution of the lawsuit.
The defendants (the government) then filed
a motion to dismiss the case or issue a sum-
mary judgment. That case was heard by
Charles R. Richey, who denied the motion
for dismissal or summary judgment on 15
September 1989.2 The government ap-
pealed the Richey decision to the U.S. Court
of Appeals arguing, among other things,
that the plaintiffs did not have standing to
sue under the Presidential Records Act be-
cause the act did not permit judicial review.
The appeals court of judges Wald, Gins-
burg, and Randolf ruled that while the claims
made by the plaintiffs were within the pur-
view of the records management provisions
of the FRA and PRA, the actions of the
president under the PRA were not subject
to judicial review,3 and the court returned
the case to Judge Richey. After consider-
able maneuvering and many delays in the
discovery process, Judge Richey handed
down a decision on the substantive issues
on 7 January 1993, declaring the proce-
dures established by the White House "ar-
bitrary and capricious" and completely
rejecting the claims made by the govern-
ment that untold harm would result from
accepting the claims of the plaintiffs.4 At
the same time, Richey, who felt he was
constrained by the earlier appeals court rul-
ing, declined to review decisions by the

2[Armstrong v. Bush, 721 F. Supp 343 (DDC1989)].
3[Armstrong 1 924 F.2d].
••[Armstrong v. the Executive of the President, 810

F. Supp 335 (DDC 1993)].
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676 American Archivist / Fall 1993

president as to what records on the system
might be covered under the Presidential
Records Act, effectively leaving open a back
door to declare any records presidential and
then dispose of them without further ov-
ersight or archival appraisal.

The Richey decision was also appealed
by the government, but the unanimous rul-
ing of the appeals panel upheld the decision
against the government on 13 August 1993.5

In a cross-appeal, the plaintiffs asked that
actions of the president in determining which
records were not federal records be made
subject to review, and the court reversed
the Richey decision in this respect, dealing
a second defeat to the government.

While this case may not yet be resolved
in a legal sense, the issues it raises both
about the specific defenses made by the
government regarding the PROFS elec-
tronic mail system in the White House and
about requirements for archival manage-
ment of electronic records have been fully
laid out in the case to date and are not going
to change. I do not intend to contribute to
the discussion of the legal issues which may
still need to be resolved by the courts. Nor,
except in passing to clarify other points,
will I comment on issues raised by the case
with respect to the doctrine of separation
of powers, which are quite obviously unique
to the particular setting and irrelevant to
electronic records management in general.
Instead I would like to focus archival at-
tention on the claims made by the govern-
ment and rejected by the appeals court which
reflect prevalent misunderstandings of the
implications of electronic records and on
the larger professional challenges presented
by electronic records management for ar-
chivists. Finally, I will comment on the need
this case exposes for archivists to become

5[Armstrong v. EOP, U.S. Court of Appeals, Dis-
trict of Columbia Circuit no. 93-5083]. This decision
is referred to throughout this paper as the appeals court
decision or is implied whenever I use the phrase "the
court" without further qualification.

involved in policy debate to clarify their
role in society.

The Facts

In Armstrong v. the Executive Office of
the President (EOP; also referred to in this
paper by its colloquial name, the PROFS
case), both parties agree that the PROFS
system was used in the White House for
communication among the president and his
closest advisers at the NSC from April 1985
and in the rest of the Executive Office of
the President after November 1986. Both
agree that government officials intended to
erase all remaining data on the system at
the end of the administration. Both ac-
knowledge that the White House created
both presidential records and federal rec-
ords and that each of these categories of
records is governed by separate acts. Both
parties also agree that the National Security
Council and some other components of the
Executive Office of the President are fed-
eral agencies and, as such, are subject to
the FRA. This requires that the head of
each federal agency "shall make and pre-
serve records containing adequate and proper
documentation of the organization, func-
tions, policies, decisions, procedures and
essential transactions of the agency," [Id.
3101] where the terms records includes "all
books, papers, maps, photographs, ma-
chine readable materials, or other docu-
mentary material regardless of physical form
or characteristics, made or received by an
agency of the United States."

The plaintiffs and the government disa-
greed about when records are covered by
the PRA and when by the FRA. Under the
PRA, Presidential records are defined as
"documentary materials, or any reasonably
segregable portion thereof, created or re-
ceived by the President, his immediate staff
or a unit or individual of the Executive Of-
fice of the President whose function is to
advise and assist the President, in the course
of conducting activities which relate to or
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Implications of Armstrong v. Executive of the President 677

have effect upon carrying out of the con-
stitutional, statutory, or other official or
ceremonial duties of the President."6 Also,
the parties agreed that some records might
be personal records not covered by the PRA;
the intent of Congress being that "all rec-
ords which are neither agency records sub-
ject to FOIA nor personal records would
fall within the ambit of Presidential re-
cord" [2201(3)].

The PRA provides that all materials pro-
duced or received by the president or his
staff "shall" to the extent practicable "be
categorized as either Presidential records or
personal records upon their creation or re-
ceipt and filed separately." During his term
of office, a president may "dispose of those
of his Presidential records that no longer
have administrative, historical, informa-
tional or evidentiary value." The govern-
ment argued that this right was absolute
and not subject to review, but the plaintiffs
successfully argued that the authority to
dispose of presidential records was granted
only if the president first obtains the written
views of the Archivist of the United States
and the Archivist states that he or she does
not intend to notify Congress of the pro-
posed disposal. The PRA states that the Ar-
chivist " s h a l l " request advice of
congressional committees as regarding dis-
posals when he or she considers records
proposed for destruction "may be of spe-
cial interest to Congress" or that consul-

The term documentary materials is defined to in-
clude "electronic or mechanical recordations" [44
U.S.C. 2201(1)]. Documents exempted from the PRA
include only (1) agency records subject to FOIA, (2)
personal records, (3) stocks of publications or station-
ery, and (4) extra copies of documents produced for
convenience [Id. 2201(2)(B)]. Finally, personal rec-
ords are defined as material of a "purely private or
nonpublic character which do not relate to or have an
effect upon the carrying out of the . . . duties of the
President" [id. 2201(3)], and these are further iden-
tified as "diaries, journals, or other personal notes
serving as the functional equivalent of a diary or jour-
nal which are not prepared or utilized for, or circu-
lated or communicated in the course of transacting
Government business."

tation with Congress would be "in the public
interest." Reversing a ruling of the lower
court, the appeals court ruled that, although
it had previously concluded that decisions
to dispose of presidential records were not
subject to judicial review, it did not follow
that the president could declare anything to
be presidential:

Contrary to the district court, we
conclude that the PRA allows limited
review to assure that guidelines de-
fining presidential records do not im-
properly sweep in nonpresidential
records. Accordingly we remand to
the district court to determine whether
the relevant NSC and the OSTP [Of-
fice of Science and Technology Pol-
icy] directives categorize
nonpresidential records as subject to
the PRA.

The government argued that any records
created by anyone who serves in an advi-
sory capacity to the president at any time
are thus presidential records, whereas the
plaintiffs successfully argued a narrow
interpretation which in effect allows only
the specific records created solely for brief-
ing the president to be considered presi-
dential, and then only if they are not
previously or subsequently distributed as
federal records. The expression used by the
court was that federal records "trump"
presidential records.

The parties agreed that the Archivist did
not give prior authority to the disposal of
the electronic records of the PROFS system
and the government admitted that the Ar-
chivist was advised by the plaintiffs of the
proposed destruction of these records be-
fore it was scheduled to take place and did
not elect to act. Even though Congress was
not given an explicit means of vetoing a
presidential destruction request, the legis-
lation provided that such a request needed
to be received sixty days prior to the pro-
posed disposal date. The clear intention was
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678 American Archivist / Fall 1993

that Congress could use political means of
pressuring the president if it disagreed with
a particular disposal request.

Finally, the PRA requires that the Ar-
chivist of the United States "shall assume
responsibility for the custody, control and
preservation of, and access to, the Presi-
dential records" on conclusion of the pres-
ident's term of office and that disposal of
such records thereafter will require sixty
days published public notice. As the Ar-
chivist did not take custody of the records,
except following the court injunction and
then only as a means of securing them
physically, this point was not disputed.

Archival Issues Raised by the Case

Armstrong v. the Executive of the Pres-
ident is obviously of great importance be-
cause of the nature of the defendant and the
records at issue. However, many of the
judgments made by the court have signifi-
cance for the archival management of elec-
tronic records outside of the U.S. federal
government because they are not grounded
simply in narrow interpretations of regu-
lations and law. Rather, they rely on a rel-
atively sophisticated understanding of how
electronic communications have come to be
used in modern organizations and on the
nature of the software employed in elec-
tronic communications systems. Specifi-
cally, the court dismissed four arguments
made by the government which are typi-
cally made in other organizations unable or
unwilling to manage electronic records.

First, it rejected the government argu-
ment that electronic copies are convenience
copies if the primary organizational records
are maintained in paper format. The court
sided with the plaintiffs, who argued that
if anything is to be considered a conve-
nience copy in an electronic communica-
tion environment it would have to be paper
copies. The stated reasons were that more
can be done with the electronic record, not
all records are copied to paper, and more

information is present about the structure
and context of the record in its electronic
form.

Second, following standard corporate
practices and other court rulings, the court
rejected the government claim that calen-
dars and some notes were private and per-
sonal information, not government records.
The plaintiffs noted that electronic calen-
dars of important White House officials were
made available to many people throughout
the organization and were essential to the
conduct of day-to-day business by many
people other than the principals. They
pointed to patterns of use and to the inten-
tions of the implementers of electronic
communication systems, to demonstrate that
these systems have become integral to the
operations of organizations, including the
White House.

Third, a major issue in the dispute was
whether the White House agencies, prior
to or following the filing of the case, gave
adequate instructions to their staffs to pre-
vent the unauthorized destruction of elec-
tronic mail. While this issue was muddied—
because the parties never agreed on the basic
facts of whether the agencies gave the ad-
vice they said they gave, much less whether
that advice was legally correct, administra-
tively implemented, or adequate—the court
decision in this arena was far reaching. It
stated, "The government's basic position
is flawed because hard-copy printouts that
the agencies preserve may omit fundamen-
tal pieces of information which are an in-
tegral part of the original electronic records,
such as the identity of the sender and/or
recipient and the time of receipt."

The FRA states that the national archi-
vist "shall provide guidance and assistance
to Federal agencies" [id.2904(a)] and
"promulgate standards procedures and
guidelines" [Id.2904(c)(l)]. The court de-
cision in effect upholds the standards and
guidelines with respect to electronic rec-
ords that were in place: these state that when
both paper and electronic records exist, both
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Implications of Armstrong v. Executive of the President 679

must be separately scheduled because they
have different value. The court found that
employees had not been given written in-
structions to print electronic mail notes,
calendars, and documents to paper. Fur-
ther, it found that insofar as employees had
"implicitly" been given such instructions
by virtue of instructing them how to keep
paper records, the instructions were flawed
because they suggested that records need
only to be printed to paper. The flaw here
was twofold: first, the instructions sug-
gested that records need only be copies when
the information they contain does not exist
in any other record, when in fact the same
information may exist in many records and
the fact that they contain the same infor-
mation does not in any way make them
copies. Second, the printing of electronic
mail messages would have resulted in the
loss of structural and contextual informa-
tion required to understand their signifi-
cance, including the names of recipients and
senders, the date and time of receipt, the
link to prior messages, and full distribution
lists.

Thus the basis for the court ruling is
identical to the reasoning employed by ar-
chivists worldwide (outside the U.S. fed-
eral government) in the past few years:
structural and contextual data, in addition
to the content of messages, are crucial to
"recordness," and "archiving" without
capturing such critical evidence is equiva-
lent to destroying the record.7

7Luciana Duranti, "Diplomatics: New Uses for an
Old Science" (Part 6), Archivaria 33 (1991-92): 6-
24; Barbara Reed, "Appraisal and Disposal" in
Keeping Archives, edited by Judith Ellis, 2nd ed.
(Melbourne, Australia: Thorpe, 1993), esp. 185-200;
Glenda Acland, "Managing the Record Rather than
the Relic," Archives and Manuscripts 20 (1992): 57-
63; David Bearman "Archival Principles and the
Electronic Office" in Information Handling in Offices
and Archives, edited by Angelika Menne-Haritz (New
York: K.G. Saur, 1993), 177-93; and David Bear-
man, "Archival Data Management to Achieve Or-
ganizational Accountability for Electronic Records,"
Archives and Manuscripts 21 (1993): 14-28.

Even assuming, without of course
deciding [the issue of copies] that one
set of parallel documents retained in
a different records system and a dif-
ferent medium than another set may
be classified as a "cop(y)" under the
FRA and thus subject to unobstructed
destruction, the electronic records
would still not qualify as "full repro-
duction^) or transcription(s); imita-
t ion^) of a prototype . . .
duplicate(s)," Websters New Uni-
versal Unabridged Dictionary 404 (2nd
ed. 1979) of the paper print-outs. This
is because important information
present in the e-mail system, such as
who sent a document, who received
it, and when that person received it,
will not always appear on the com-
puter screen and so will not be pre-
served on the paper print-out.

Finally, the court found that electronic
mail was used for substantive business
communications but that neither the White
House nor the archives treated PROFS as
a recordkeeping system. The intention of
PROFS, according to IBM (which was
quoted in court briefs), was to "reduce your
dependence on mail, telephone and other
conventional systems" so users can "per-
form daily office jobs" such as sending and
receiving messages, keeping calendars,
scheduling meetings, and storing docu-
ments. Affidavits filed in the case make it
clear that PROFS served all these roles in
the White House and that it was increas-
ingly heavily used. The court noted that
"the 1,300 federal employees with access
to the EOP and NSC electronic mail sys-
tems can, and apparently do, utilize them
to relay lengthy substantive—even classi-
fied—'notes' that, in content, are often in-
distinguishable from letters and
memoranda."

Additionally, testimony makes it clear that
users of the system considered it "unu-
sual" for information in PROFS to be
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680 American Archivist / Fall 1993

thought of as a "record." In the White
House, as in many other organizations with
integrated office automation systems, em-
ployees were expected to delete most of the
information in the electronic system on a
regular basis for the convenience and ease
of the data center. They were given no
written instructions on how, when, and by
what criteria to do this, nor were the dele-
tions considered actions of disposal with
respect to recordkeeping requirements. Un-
til May 1993, when the EOP decided to
implement a front-end program, the PROFS
system was not set up to permit differen-
tiation between types of records at the time
of creation. Even then it only allowed the
individual who created the record to code
whether it was "personal" or "record" (as
required in this case by the law). It did not
establish any review procedure for deletion
of nonpersonal materials (although such a
procedure was also required and specified
by law). In addition, the designation given
to a record was subject only to the record
creator's judgment, in this case informed
by a faulty briefing on the law, and was
not subject to archival review.

Unfortunately, the passive role played by
the U.S. National Archives in this situation
was not atypical of the role played by ar-
chivists elsewhere. In the selection and im-
plementation of the White House PROFS
system, archivists were not included among
those defining the initial procurement, and
their requirements were not taken into ac-
count. In response to the court, a front end
enabling users to classify the archival value
of their own records was belatedly con-
structed, but no criteria were defined for
determining record status, and no auto-
matic criteria (such as capturing any infor-
mation sent to other individuals) were
implemented. Archivists were not involved
in the review of materials selected for dele-
tion or in the definition of filing structures.
The Archivist of the United States in this
case, as is true of archivists in most such
cases, did not take custody of electronic

records of the office (even though the law
states that, when the administration ends,
the archivist "shall assume responsibility
for the custody, control, and preservation
of and access to" all records). Such action
was not taken in part because the archives
lacked experience and competence to process
such material. The Archivist of the United
States was found negligent for not report-
ing the imminent destruction of the records
when he found out about it, not demanding
better records management practices for
electronic mail at the White House, and not
promulgating guidelines with sufficient
specificity to be followed by agencies. Like
his counterparts in archives elsewhere, the
archivist had not done so because he lacked
an intellectual framework in which to ground
such guidelines.

Toward an Approach Based on
Functional Requirements

A framework of guidelines for archival
management of corporate electronic rec-
ords was in the earliest stages of being ar-
ticulated in 1989, but it has since been very
much more fully elaborated and can now
serve as a basis for practical action to en-
sure that electronic information systems
create and maintain records. The PROFS
case even contributed to framing some of
the issues in the emerging archival profes-
sional consensus, but the case made by the
U.S. government appears to have been fro-
zen at the very time that the archival com-
munity worldwide was making tremendous
strides toward resolving the issues raised
by electronic records management. As a
consequence, the position taken by the
government in the PROFS case is not in-
formed by the best thinking that has taken
place since 1989.

In January 1990, a group of experts (in-
cluding several members of the National
Archives and Records Administration
[NARA] staff) attended a meeting, held un-
der the aegis of the Benton Foundation,
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Implications of Armstrong v. Executive of the President 681

which sought to establish a professional
consensus regarding how best to approach
the archival management of electronic rec-
ords. The meeting, which was called spe-
cifically to see if the profession could
develop consensus around issues raised by
the PROFS case, focused on systems de-
sign and implementation strategies in ad-
dition to policy.8 At the time, the conclusions
reached at the meeting were reported only
in Archives and Museum Informatics, a
technical newsletter addressed to a rela-
tively small segment of the archival profes-
sion. At their request, the names of some
NARA and Office of Management and
Budget participants in the discussion were
not reported. But the degree of consensus
and the extent of the framework adopted
by that group was tremendous, and, even
though it was not reflected in subsequent
legal briefs by the U.S. government in the
PROFS case, the position advanced at that
meeting became a common foundation for
the work conducted by many of the partic-
ipants (including Charles Dollar of the
NARA Research and Evaluation Staff) in
the years that followed. It is useful to re-
view the conclusions of that conference in
the context of the appeals court decision in
the case of Armstrong v. the Executive of
the President because the thinking of that
group and of the court coincide.

The group agreed that the ultimate so-
lutions to electronic records management
problems would come only when archivists
were involved in defining the requirements
for new systems acquisition and applica-
tions implementation. This has become the
basis for numerous efforts since then to de-
fine functional requirements for electronic
records systems. The meeting also agreed
on ten steps for implementing acceptable

8David Bearman, "Electronic Office Records: Re-
port of a Meeting Held at the Brookings Institution,
Januaiy 11, 1990," Archives and Museum Informat-
ics 4, no. 1 (1990): 12-15.

(if not ideal) records management control
within existing systems:

1. Reinforce to users that electronic data
may be records. In the PROFS case the
government minimized the recordness of
these systems, referring to them as tele-
phone surrogates and convenience copies.
The language used by the White House,
even when it was defending its practices,
did not emphasize the fact that electronic
documents are presumptively records; rather,
it acted as if being a record was an excep-
tion, if not even an exceptional case. If, as
the government asserted, it instructed em-
ployees to copy to paper those electronic
documents that "rise to the level of a re-
cord," it was simultaneously conveying to
them that their superiors did not feel that
these systems created records.

2. Identify the organizational require-
ments for access. Records required by more
than one individual are communicated
transactions. People other than the author
must therefore have access to them. Deter-
mining why and for how long the organi-
zation needs to have a record is a critical
task in information management. In the
PROFS case the government claimed that
calendars made for distribution to many
parties were, nevertheless, private personal
records not subject to FOIA. The court re-
jected the concept that a record that was
disseminated as a basis for action by others
within an organization could be considered
personal.

3. Establish that documentation is a basic
management responsibility. Without for-
mal accountability in mid-level manage-
ment for documentation of all programs,
there will not be such documentation. In
the system established at the White House,
there was no responsibility beyond the in-
dividual record creator and no reporting of
creation of records and destruction patterns
by the system. Even though this guidance
acknowledges that archivists on their own
cannot ensure that electronic records man-
agement guidelines will be followed, it as-
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682 American Archivist / Fall 1993

sumes they will be present and involved;
in the White House PROFS case, the ar-
chivist disclaimed any responsibility and the
court found that the guidelines adopted by
the White House did not even contain the
correct interpretations of the definition of
records, of responsibilities of individuals,
or of the degree of agency authority over
records.

4. Require program managers to estab-
lish guidelines for use of systems that are
dictated by organizational policy interests;
do not permit guidelines to be driven by
the data center or systems administrators
based solely on system administration ef-
ficiencies, such as reducing storage loads.
The guidelines established by the White
House were driven by convenience of data
center managers or by the administrative
interests of individual agencies rather than
by the broader interests of the federal gov-
ernment as a whole. Interestingly, the fact
that users of the PROFS system did not
care about records policies at all (and that
no method was introduced into system de-
sign to ensure that these policies would be
acted on), acted in the public interest in the
end. The system as it was backed up under
injunction on the final day of the Reagan
administration was replete with electronic
mail dating from the inception of the sys-
tem, despite the instructions from data cen-
ter managers to delete records.

5. Begin establishing guidelines with
systems that may otherwise not produce
paper trails, like electronic mail. Needless
to say, the White House did not follow this
advice.

6. Construct shared files and common
files structures and naming conventions to
support retention decisions and access. No
guidelines are provided to users of the White
House system about how they could imple-
ment a central electronic filing system in-
stead of storing ideosyncratic directories in
a physical file that happened to reside in
one place. Even distributed networks of
personal computers can achieve a virtual

central file by rigorous adherence to such
conventions.9

7. Implement backup procedures dic-
tated by the requirements of the applica-
tion area. In the White House, knowing
where advice comes from, who gave it, who
signed off on it, and when it was commu-
nicated are all critical application require-
ments. But the procedures implemented to
save electronic mail, even if they had been
used, were particularly deficient in captur-
ing the structural links and contextual data
necessary to reconstruct these fundamental
evidential properties.

8. Define the data to be captured in-
cluding stamps of creation and use which
need to be defined and implemented
through system. The court decision fo-
cused on documentation of the creation of
records and found it necessary to retain
structural and contextual information along
with the content of the record. Although
the court did not address documentation of
the use of records, provisions are made for
tracking access to files in paper record sys-
tems in the EOP. The use of electronic doc-
uments, however, was not audited by the
systems set up in the White House.

9. Avoid the guidance to 'print records
out to paper' unless all the data in the
system can be routinely printed out and
will be filed. While the experts assembled
in 1990 could not completely agree on never
printing records out to paper or microform,
they agreed completely that it would be ac-
ceptable only if all the associated data about
the record, including data known only to
the system (such as permissions), was as-
sembled in a meaningful relationship to the
content and also printed out. The White House
made no provision for this requirement.

10. Adopt only administrative solutions
that pass the tests of operational utility and

'National Archives of Canada and Treasury Board
Secretariat, Information Management: Managing Your
Computer Directories and Files (Ottawa: 1993).
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legal acceptability. Archival concerns per
se are tertiary. The decision in the PROFS
case settles whether the approach used was
legally acceptable, but the approach defi-
nitely failed the test of operational utility.
Some individuals never deleted a record
during their tenure, while others routinely
deleted everything. No systems were in place
to conveniently retrieve a specific record
unless the name given it by the record cre-
ator was known. No guidance was given to
employees on how to organize files and no
facilities were provided to do so conve-
niently. Finally, the authority given to in-
dividuals to make decisions about what
constitutes a record and to remove those
which they did not want to have serve as
evidence violates the basic principles of bu-
reaucratic accountability, as well as the
principles of government accountability to
its citizenry.

Since January 1990, substantial work has
been done to extend the analysis of the
functional requirements of recordkeeping
systems and define strategies for ensuring
that information systems create, maintain,
and provide access to records, not just to
data. The first major study bringing to-
gether a strategy for archival management
of electronic records was a policy guideline
drafted for the United Nations Administra-
tive Coordinating Committee for Informa-
tion Systems (ACCIS) and subsequently
adopted and published by them. In the body
of that document, I proposed a working
definition of electronic records that was
suitable for articulating systems require-
ments.10 According to this definition (which
has since been widely adopted elsewhere),
records are information that participates in
"transactions." The guidelines further fo-
cused attention on the documentary re-

10United Nations, Advisory Committee for Co-or-
dination of Information Systems (ACCIS), Manage-
ment of Electronic Records: Issues and Guidelines
(New York: United Nations, 1990; UN sales no.
GV.E.89./0.15).

quirements of business applications rather
than of software applications, files, or par-
ticular transactions—a source of some con-
fusion in the PROFS case, where answers
are often sought in terms such as "What
should we do with electronic mail?" rather
than in terms of the business applications
and transactions that alone define the ap-
propriate retention period for records.

The ACCIS report also stated the re-
quirement to be able to segregate records
and nonrecords at the time of creation and
to protect their recordness, including con-
textuality and structure, over time. These
requirements, which were then addressed
insofar as they could be satisfied through
policy approaches taken alone, have been
incorporated into subsequent statements of
functional requirements for electronic re-
cordkeeping.

During 1989, the National Archives of
Canada was working through the Office
Systems Working Group of the Treasury
Board in an effort to define the functional
requirements of a corporate office appli-
cation that satisfied records management
requirements.11 Reports from that project,
including the software application specifi-
cation called FOREMOST and the studies
of office systems implementations con-
ducted under the Information Management
and Office Systems Advancement (IM-
OSA) project, informed archivists world-
wide. These studies emphasized the
identification of records, the filing rules that
determined how records would be main-
tained over time, and the requirement that
archives must be preserved so as to be
"available, usable and understandable."12

"Transport Canada Integrated Office Services, Model
of Generic Office Functions Summary Report, DMR
Group Inc., 20 December 1989.

"National Archives of Canada, The IMOSA Proj-
ect: Information Management and Office Systems Ad-
vancement Phase I Report (Hull: 1991); The IMOSA
Project: Functional Requirements for a Corporate In-
formation Management Application (CIMA) (Ottawa:
November 1992).
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The National Archives of Canada IMOSA
project has also defined "Functional Re-
quirements for a Corporate Information
Management Application" (November
1992) and conducted surveys of vendors to
establish what high-level requirements of
corporate information management appli-
cations are currently satisfied by the mar-
ketplace.13

In 1991, the international consensus about
approaches to electronic records manage-
ment was advanced by meetings of experts
in Macerata, Italy; Perth Australia; and
Munich, Germany. The proceedings of these
meetings have subsequently been pub-
lished, and the findings have been rein-
forced by workshops I, and others, led in
1992 and 1993.14 More recently, as a result
of the activities of the National Archives
of Canada, the Australian Archives, and
the National Historical Publications and
Records Commission conference on re-
search issues in electronic records, a con-
sensus is emerging in English-speaking
countries among archivists, records man-
agers, auditors, Freedom of Information
and Privacy Act administrators, and se-
curity personnel on the data that are re-
quired to ensure that a record constitutes
evidence.15

A major study under way at the Univer-
sity of Pittsburgh has codified an initial draft
set of requirements which has had input

"National Archives of Canada, The IMOSA Proj-
ect: An Initial Analysis of Document Management and
Retrieval Systems (Hull: November 1992).

"Charles Dollar, Archival Technologies and Infor-
mation Theory: The Impact of Information Technol-
ogies on Archival Principles and Methods (Macerata,
Italy: University of Macerata, 1992); Angelika Menne-
Haritz, Information Handling in Offices and Archives
(New York: K.G. Saur, 1993), 177-93; Dagmar Parer
and Ron Terry, eds., Managing Electronic Records:
Papers from a Workshop on Managing Electronic Re-
cods of Archival Value (Dickson, NSW: Australian
Council of Archives and Australian Society of Archi-
vists, 1992).

"National Historical Publications and Records
Commission, Research Issues in Electronic Records
(Washington, D.C.: NHPRC, 1991).

from a broad segment of the knowledge-
able community (see page 685-86).16 Ad-
ditional elements of a full functional
requirement are being sought, and the cri-
teria incorporated into the draft are being
tested in a variety of locations. These func-
tional requirements, the reasons for their
definition and promulgation, and the ways
archivists can use them are discussed else-
where in the literature. The important core
of the requirement, however, is the way in
which it reiterates the importance of con-
tent, structure, and context in the capture,
maintenance, and access to records. The
essential theme running through the re-
quirement is that not all information is a
record. Records are tied to transactions by
contextual and structural links that are not
necessarily part of their content and may
even belie their content. (As do, for ex-
ample, the postdated check and the distri-
bution list containing names of people who
never were sent copies.) The fundamental
archival concern is to ensure that records
are evidence, are retained with their evi-
dential properties intact, and are available
as evidence when they are needed in the
future.

Do We Lack Authority or Will?

In the Armstrong case, the government
claimed that the actions of the president
with respect to his records were not subject
to judicial review and that, even if they had
been, his actions in issuing guidelines to
White House staff about retaining records
would place him in full compliance with
the law since it falls to the president as
executive and as agency head to determine
what is and is not a record. The same claim
is essentially made by any manager who
asserts that he or she can determine what
is a record. In the face of such claims, given
the realities of electronic communications

16David Bearman, "Record Keeping Systems,"
Archivaria 36 (1993):16-36.
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Functional Requirements for Recordkeeping Systems
University of Pittsburgh study asserts that recordkeeping s a critical function that s

psrformed thro igh the collective action oi individuals and systems throughout ail organ-
izations. Recordkeeping is not the province of archivists, records managers, or systems
administrators atone but is an esseniisi role erf all employees and of individuals in their
private lives.

Recordkeep.ra systems are information systems that ara distinguished by the fact that
tf e information they contain is linked to the transactions the,1 document. Records may
te consulted for docurr entation of those transact otn 3r beca ise they contain information
that "•& useful for some completely sepa^e purpose but recordkeeping systems do not
,t'sv contain rtars to be reused Ti~s; maintain evidence ever time.

Recordkeeping systems support the corporate memory of organizations by supporting
ttvsiness functions of she organization si! business functions require records of business
transactions in order te continue their day-to-day operations, satisfy administrative and
legal requirements, and maintain accountability. The following functional requirements for
recordkeeping systems define a corporate requirement for any recordkeeping system,
not the application •er^irane.-^ cf archives ?r,d records nanagen -nt systems.

These functionai requ rements Here specifical. developed :•: provide guidance for the
management of electronic recordkeeping Systems, although they are equally applicable
to manual systems Information systems professionals should note that business func-
tions, business processes, business trai sections and business -c ::>'t"Js—rather than sys-
tem functions, system processes, system transactions 01 system records—are the consistent
focus of recordkeeping,

The following characteristics define ne functional requirements for recordkeeping sys-
tems.

I. Compliant

Recordkeeping systems should c^rr^/ with the Segal and administrative requirements for
recordkeeping within the jurisdictions n which they operate, including specific require-
ments rot referenced below.

II. Accountable
• Responsible: The organization must rtavs policies, assigned responsibilities, and formal
methodologie? for r-anagement of its recordkeeping systems.
• Implemented: Records must have .jeer created arc! maintained in the normal course
of business, and documented procedures that were followed should conform to common
practices in the industry.
• Credible: The system must control quality characteristics of information being input and
-,iust process information in a fashion that is consistent an; accurate.

(continued on page 686)

that are so easily compromised, do archi-
vists require a kind of authority they pre-
viously have lacked? Or can they fulfill their
mission only by acting in a different man-
ner and at a different time than was re-
quired with paper records?

The Archivist of the United States was
held to be in contempt of court (although

this order was subsequently dismissed for
technical reasons on appeal), because he
failed to act to protect electronic records as
soon as he knew they were going to be
deleted and because Acting Archivist of the
United States Trudy Petersen failed to de-
velop and promulgate standards for gov-
ernmentwide management of electronic
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Functional Requirement for Recordkeeping Systems
III. Functional
Recordkeeping systems must capture, maintain, and access evidence over time. If they
do, records will be
• Complete: Records accurately capture all information recorded or generated by their
creators. Records incorporate, or link to, a representation of the software functionality
that created them, other versions or views, a data model of relations between elements
of information within a record, eye-readable conventions (such as placement or font), and
other structural information that adds to their meaning. Records incorporate, or link to,
information about the context of their creation.

• Identifiable: A distinctive and bounded record exists for every business transaction.

• Authentic: The system must validate records creators and/or authorizes.

• Communicated: The system must capture a record of all communication in the conduct
of business between two people, between a person and a store of information available
to others, or between a source of information and a person.

• Sound: Record integrity is protected from accidental or purposive damage or destruction
and from any mod fication after records have been received by anyone other than their
creator.
• Auditable: Record documentation traces the processes in which records participated—
including indexing, classification, filing, viewing, copying, distribution, disposition, use, and
destruction— throughout the record's life. Management controls preserve the auditability
of interactions external to the system (such as during media migration or transfer).

• Understandable: Records documentation should permit stored business records to be
logically reconstructed. Information content, plus any structure and context, must be pre-
served in meaningful and documented relations. For records with functionality, evidence
should be correctly associated with the status of the system at the time of record creation
and later,
• Removable: It must be possible, with appropriate authority, to remove records from the
system, leaving only audit trails to document their prior existence.
• Exportable: Record content, structural representation, and representation of context
must be exportable, in standard protocols if such protocols exist.
• Available: The system must document all logical archival records it contains, indicate
the terms under which they are available for research, and retrieve them for authorized
users.
• Renderable: The system must render records, by display or otherwise, as they appeared
to creators. Views in effect at the time a record was used, or the structural data necessary
to determine such views, must be retained

• Redactable: The system must support delivery of redacted, summarized, or censored
copies and must keep records of any such versions released.

[Draft-May 1993]

office systems. Obviously the court did not have been quite unusual to demand for pa-
believe that Petersen subsequently lacked per records.
authority, but they were applying a stan- The need to expand the actions of ar-
dard to the timing of actions with respect chives, if not their actual legislative au-
to electronic records, a standard that would thority and possibly even their mission
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statements, was recognized by the National
Association of Government Archives and
Records Administrators (NAGARA) con-
ferees at the Pittsburgh summer institute in
1990.17 The state archivists gathered at this
meeting issued a final series of papers in
which they envisioned archivists as taking
an active role in the development and re-
quirements of systems and their operation
within agencies. A similar position was taken
in the United Nations ACCIS report, in
which the identified policy requirements
included policies that specified the rela-
tionships between archivists and systems
development/implementation staff. That
report also argued that unless the archivists
could influence systems design they would
be unable to exercise the kind of control
over records, based on activities in which
those records participated, that is required
to ensure the satisfaction of the documen-
tary requirement of an application.18

A proactive stance based on achieving
data administration control over active rec-
ords was recommended to the Archivist of
the United States by the National Institute
of Standards and Technology (NIST) in
1989.19 NIST argued that the Archivist
needed to define govemmentwide stan-
dards for data dictionaries and to establish
a unified information directory system for
the government in order to control the elec-
tronic records of the office systems ade-
quately. A role of NARA in building a
metadatabase, called the Federal Informa-
tion Locator system, was proposed when

this concept was first enacted as law in the
Paperwork Reduction Act and urged on
NARA by this author in 1981.20 Unfortu-
nately, it is evident from their response to
NIST that the NARA staff did not under-
stand how to implement metadata guide-
lines to document documentation.21

By 1990, archivists in the New York State
Archives and the National Archives of
Canada (institutions that led the way in es-
tablishing programs for the management of
machine-readable records) concluded that
unless the archives enter into agreements
with agencies about the desired result of
records management programs (e.g., ade-
quate documentation), they will need to be
involved in the design of every electronic
system, or in the specification of require-
ments that will govern the acquisition of
every system, in their governments. John
MacDonald and his colleagues in Canada
were at that time already working on spec-
ifications for office records systems (the
FOREMOST specification), and Margaret
Hedstrom and her colleagues in New York
were exploring system-level appraisal of
multiagency and multijurisdiction elec-
tronic information systems.22

At the 1990 NAGARA conference, five
of six speakers in two sessions devoted to
these topics reached agreement that what
was required on the part of archivists was
a willingness to depart from the way in
which they have managed the paper re-
cord.23 This departure would include direct

17[R.Cox], "Archival Administration in the Elec-
tronic Information Age: An Advanced Institute for
Government Archivists" (Pittsburgh: University of
Pittsburgh School of Library and Information Science,
June, 1989).

18ACCIS, Management of Electronic Records, 17-
70.

"National Institute of Standards and Technology,
Framework and Policy Recommendations for the Ex-
change and Preservation of Electronic Records: A Re-
port Prepared for the National Archives and Records
Administration (Washington, D.C.: NIST, 1989).

20David Beannan, "The National Archives and
Records Service: Policy Choices for the Next Five
Years," For the Record, December 1981, p. Iff.

21David Bearman, "Documenting Documenta-
tion," Archivaria 34 (1992): 3 3 ^ 9 .

22Alan Kowlowitz, Archival Appraisal of Online
Information Systems, Archives and Museum Infor-
matics Technical Report, no. 7, (Pittsburgh: Archives
and Museum Informatics, 1988).

^David Bearman, ed., Archival Management of
Electronic Records, Archives and Museum Informat-
ics Technical Report, no. 13 (Pittsburgh: Archives
and Museum Informatics, 1991).
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or indirect involvement in the definition of
information systems requirements based on
the documentary requirements of applica-
tions, and it would probably also include a
willingness to consider not taking physical
custody of electronic records in favor of
exercising control over them.

If it is the case (and it may be in some
instances) that government archives pro-
grams lack the statutory authority to inter-
vene in the definition of up-front systems
requirements based on archival policy re-
quirements, or that they lack the authority
to exercise control without custody, archi-
vists should be out lobbying legislatures to
establish these authorities. In their argu-
ments for such powers, they should employ
the illustration of cases, such as the PROFS
case, which demonstrate this need. The
legislatures and the governing boards and
authorities under which nonpublic archives
are administered need to understand that
the problems confronting archivists in the
management of electronic records will not
be solved by employing the techniques that
were used to control paper records. New
techniques may or may not require new au-
thorities, but if they do, archivists should
be prepared to argue for them.

Recently the recognition that electronic
records management may require new ac-
tivity on the part of archives has led to a
discussion of program strategies for ar-
chives, especially for electronic records. One
implication of these discussions is the pos-
sibility they present for a radical redefini-
tion of the archival profession and a
reintegration of records management and
archives. These two areas were severed in
many programs over a decade ago, but they
must be recombined if electronic archival
records are to be imagined.24

24David Bearman and Margaret Hedstrom, "Rein-
venting Archives for Electronic Records: Alternative
Service Delivery Options" in Program Strategies for
Electronic Records Management, Archives and Mu-
seum Informatics Technical Report, no. 18 (Pitts-
burgh: Archives and Museum Informatics, 1993).

Public Understanding of Records Policy
Issues

Regardless of the outcome of Armstrong
v. the Executive Office of the President, the
broader society in which we live needs to
reach an understanding about the nature and
importance of records and the issues af-
fecting the retention of electronic evidence
if archivists are to have any role in the
twenty-first century. This lawsuit may or
may not be resolved by the recent appeals
court ruling, which could be further ap-
pealed until mid-November 1993 and which
in any event will not be the last legal tangle
in this complicated case. The Freedom of
Information Act request that lies at the heart
of the case has not yet been acted on, and
it is unlikely that the government will re-
lease any records under that request for many
years. But electronic communication sys-
tems will play an increasingly important role
in the formulation and execution of public
policy, as shown by the recent develop-
ment of a national health care policy by a
loose community of advisers communicat-
ing to a great extent over the Internet. If
our citizens do not reach a deeper appre-
ciation of the need for evidence in the
emerging "electronic democracy," that
rubric will rapidly become a misnomer. I
believe that archivists have a responsibility
to put the issues more squarely before the
public. In not taking a political stand and
clearly articulating the responsibility of
government administrators for the creation
and maintenance of an accountable record,
they have shirked that responsibility and
will, I fear, pay for their timidity with their
professional identities and future careers.

As I write this in 1993, archivists have
yet to take an official position in the case
of the ex-Archivist of the United States who
participated in a direct assault on the integ-
rity of the electronic records of the Bush
administration.25 Four months after being

^David Bearman, "Archivist Abdicates Responsibil-
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served with a contempt citation (since lifted),
the present, Acting Archivist of the United
States has yet to respond to the court de-
mand that she promulgate governmentwide
guidelines for management of electronic mail
systems. Although this case eventually will
be resolved on its merits and will pro-
foundly affect the way archivists handle all
electronic records, not only within the U.S.
government but in all the states, the Society
of American Archivists (SAA) has not yet
been heard. The plaintiffs in the Armstrong
case include the National Security Archive,
the Center for National Security Studies,
the American Historical Association, the
American Library Association, and several
individuals, including former U.S. Senator
Gaylord Nelson. The case for the plaintiffs
is being argued by Alan Morrison of the
Public Citizens Litigation Group and Kate
Martin of the American Civil Liberties
Union Foundation. Where is the SAA?

Archivists must craft a position that will
secure public backing for the electronic re-
cord and the actions taken to preserve it.
Archivists should have been on the front
lines of a political battle for judicial review
of presidential records decisions. As long
as archivists lack, or feel they lack, the
authority to require appraisal of these rec-
ords, they should be welcoming judicial re-
view as a step that will result in ordering
the archival appraisal of these and similar
records. The fact that the Archivist of the
United States was a defendant in this case
should have been further reason for archi-
vists to join the lawsuit in defense of the
true position of archives rather than to al-
low the executive branch to legitimate as
archival a position that not only would have
effectively placed the president above the
law and above judicial review, but also
would have totally subverted the intention

ity," Archives and Museum Informatics 7 (Spring 1993):
1-2.

of both the Presidential Records Act and
the Freedom of Information Act.

Like the appeals court, archivists should
reject completely and publicly the position
taken by the National Archives that records
are what the head of an agency defines them
to be. They should abandon the pernicious
concept that information "rises to the level
of a record," which contradicts the archi-
val concept of records as documentation of
transactions and which has no place in law.
Archivists should demand that NARA pro-
mulgate for electronic records guidelines that
base records retention requirements on doc-
umentary requirements of business appli-
cations, not on software utilities. If
necessary, archivists should go to Congress
with a request to change the authorities of
the National Archives in order to be able
to manage electronic records effectively. The
current position of the NARA Center for
Electronic Records and of Acting Archivist
of the United States Trudy Petersen—-that
no changes in NARA practice are neces-
sary to cope with electronic records—is
dangerous, deluded, and destructive.

Court cases are important not only for
the resolution of the specific issues at hand
but also as arenas in which broad cultural
understandings of the nature of responsi-
bilities and technologies can be exposed.
Armstrong v. the Executive Office of the
President revealed that a variety of issues
having to do with archival accountability
are unresolved in the minds of government
employees and that misunderstandings of
electronic records requirements are com-
mon among information system adminis-
trators. If archivists do not use this and other
opportunities to articulate forcefully what
we expect from records creators and sys-
tems designers and to extend our mission
and authorities both legally and in practice,
we will lose most of the archival record of
the next decade and squander our role as
protector of the public interest in docu-
mented and accountable government.
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