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ABSTRACT
This article surveys and analyzes archival literature and legal resources (primarily
United States—focused) related to copyright considerations that archivists and other
content managers must be aware of to effectively and legally maintain a collection
of born-digital materials. These considerations include the centrality of copying to
preservation actions, shifting definitions of ownership, unclear distinctions between
published and unpublished content, digital rights management laws and technolo-
gies, and the layered copyrights that can exist in complex digital objects and their
dependencies. Strategies for dealing with these challenges include securing rights
ahead of time, adopting legal rationales related to orphan works and fair use, adapt-
ing practices from specialized digital preservation subfields, ensuring routine pro-
cedures adequately address copyright-related recordkeeping and risk management,
and advocating for preservation-enabling copyright reforms. An examination of
these issues and strategies in the context of current thinking about copyright sug-
gests that while certain legal exceptions and existing rights frameworks can help to
facilitate digital preservation activities, copyright will continue to be a barrier until

significant reforms are enacted.
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In 2015, in an American Libraries article on digital preservation,' former American
Library Association president James G. Neal raised but did not attempt to
answer a number of legal questions related to digital preservation:

It will be challenging to create a robust and successful born-digital content
preservation capacity without new thinking about copyright. Libraries are
capturing and preserving digital materials as fair use. Efforts to produce new
exceptions or limitations in Section 108 of the Copyright Act for purposes of
digital preservation have not been successful. Our law is out of sync with tech-
nology and user needs. Where does the preservation of born-digital content
intersect with orphan works, with transformative use, with the public inter-
est? What should be the relationship between licensing and copyright limita-
tions? What about the issue of open content and proprietary rights? How do
we manage national copyright provisions in a global networked context??

This straightforward summary captures some of the key questions that
affect all institutions engaged in digital preservation work—newly emerging,
bare-bones operations and well-funded, long-established programs alike. Neal’s
questions are, by and large, the same ones digital preservationists have been
asking for the last twenty years, and, while the venue of Neal’s article indicates
such questions have moved from the periphery to the center of the information
world’s radar, a hopeful sign, the current state of the field suggests that satisfac-
tory answers are still far off.

In this article, I will survey major copyright issues affecting the preserva-
tion of digital content, consider the implications of select cases shaping the
legal understanding of electronic materials, and outline possible strategies and
future steps for dealing with the largely untested intersection of copyright and
digital preservation. I am not a lawyer, and this article does not constitute legal
advice; rather, I assemble and analyze resources for informational purposes
and to reflect on ways that the current United States copyright regime® might
affect the work of digital preservation. As an archivist, I work primarily with
personal papers and institutional records and am writing with these types of
collections in mind; however, the issues I raise are also relevant to librarians,
curators, and others who steward digital content, including born-digital publi-
cations, research data, digital scholarship projects, born-digital art and music,
and web archives.

Background

Substantial attention has been paid to the copyright challenges inherent in
digital archives work,* and published works focused on digital archives or digital
preservation typically address copyright to some extent,” but these texts tend
either to provide only a cursory overview or to focus their copyright discussions
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on the implications of digitizing and expanding current access to analog mate-
rials. The literature specifically exploring intellectual property issues related to
born-digital content and the preservation of digital assets—that is, challenges
affecting archivists’ ability to simply collect and maintain digital content for
long-term access and use, not necessarily reproduce and distribute it at pres-
ent—is comparatively sparse. The few available treatments, while providing an
essential foundation, do not reflect the latest legal developments, as most were
written ten or more years ago® and often focus on copyright regimes outside the
United States.” Bringing up-to-date analysis of legal options and best practices
for copyrighted digital materials into the literature, as well as devoting more
attention to the unique intellectual property questions raised by born-digital
files, will benefit archivists seeking to understand and make informed decisions
about their digital collections.

Although there has been general agreement among cultural heritage prac-
titioners since at least the 2003 adoption of the United Nations Educational,
Scientific and Cultural Organization (UNESCO) Charter on the Preservation of
the Digital Heritage® that copyright law must permit digital preservation pro-
cesses, the information and cultural heritage professions have not yet, on the
whole, established a shared understanding or framework of practices related to
born-digital intellectual property. This leaves the archival profession ill equipped
to preserve certain valuable records that, unlike many of the older materials
archivists care for, are generally not freed from copyright constraints by public
domain status, lack of registration or notice, or nonrenewal. Preservation-
related copying in archives carries a relatively low risk of prosecution and lia-
bility, particularly when materials are not made publicly accessible, and thus
archivists may reasonably decide to proceed with preservation actions despite
inadequate legal provisions; however, archivists, parent institutions, legal coun-
sel, and archival service providers would benefit from clearer precedents and
guidelines to aid in accurately interpreting the copyright status of collection
materials and confidently gauging the risks of specific preservation actions.

As one widely used foundational text on digital curation and preservation
puts it in what might be read as dry understatement, “The legal constraints on
our ability to curate, share, and reuse data are complex.” US copyright law is
notoriously byzantine, and issues of intellectual property and ownership are
particularly challenging for digital materials, not least because the technologi-
cal changes that have occurred since the current legal framework was enacted
in the 1970s have left the law out of step with systems of production, publi-
cation, and distribution and require archivists to “try to understand the law
within a context that was never anticipated.”’® When attempting to curate and
preserve digital content, archivists deal with added complications and unan-
swered copyright questions stemming from the technologies used to create
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digital content, changing norms around distribution, and restrictive licensing
practices. In short, “copyright’s ability to trammel digital curation remains sub-
stantial.”*! I have found, while leading the development of preservation policies
and workflows and teaching other archivists about born-digital archives, that
the actual or perceived constraints copyright imposes on preservation-related
actions can be overwhelming to the point of inaction for archivists stewarding
born-digital collections.

A detailed overview of digital archives’ copyright problems is a 2003
Council on Library and Information Resources (CLIR) report by lawyer and copy-
right expert June Besek. In this report, one of the earliest detailed analyses
of copyright issues related to digital records and archives, Besek enumerated
the legal barriers to responsibly acquiring and reliably ensuring the long-term
accessibility of digital content:

» the increasing prevalence of content licenses that permit access with-
out ownership and disallow saving or distributing copies on physical
media

» the lack of legal deposit requirements in place for online publications

» the unclear publication status of much digital information

» the existence of publishing contracts that predate the development of
digital formats and dissemination platforms

* limits on ownership and control of collective works

» the difficulty of tracking ownership of works created in the period
since mandatory registration and renewal ended

» orphan works (works that are protected by copyright but whose owners
cannot be contacted or identified)

» the Digital Millennium Copyright Act (DMCA),’> 1998 legislation that
incorporates two previous World Intellectual Property Organization
(WIPO) treaties into US law, makes circumventing copy-protection
measures illegal, and limits the liability of internet service providers
for copyright infringement

* international differences in copyright law

* the need to accommodate conditions rights holders place on ingest
and reuse of their works (e.g., user agreements, download restrictions,
etc.)®

While some of these issues affect virtually all archival materials, some are
unique to—or uniquely exacerbated by—born-digital formats and electronic sys-
tems of creation and distribution.

A 2017 discussion document from the US Copyright Office acknowledges
that “the very nature of embodying works in digital formats . . . implicates copy-
right law in fundamentally new ways.”** The nature of digital content thus forces
a reassessment of archives’ understanding and use of copyright law. Intellectual
property laws have implications for many stages of the Digital Curation Centre’s
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Curation Lifecycle Model:* they should be understood and documented during
conceptualization and creation, they are a factor in appraisal and selection, they
should be thoroughly recorded in object descriptions, they limit the options for
storing or migrating objects, they restrict access, they dictate what constitutes
permissible reuse and transformation, and they have the potential to compli-
cate and undermine preservation. To make informed decisions about steward-
ing digital material throughout its life cycle, archivists should be familiar with
the central conflicts and unanswered questions connected to digital preserva-
tion and copyright.

Copyright Challenges that Hinder Preservation

The primary impediments copyright poses to the work of digital preserva-
tion are both conceptual and practical. The challenges I believe are most con-
nected to the nature of born-digital materials and most likely to affect the work
of preservationists include the centrality of copying to preservation actions,
shifting definitions of ownership, unclear distinctions between published and
unpublished content, digital rights management (DRM) laws and technologies,
and the layered copyrights that can exist in complex digital objects that depend
on external content, software, or specifications. All of these issues are exacer-
bated by broader challenges facing many archivists, such as declining funding,
inadequate staffing, and increasing expectations for the immediate availability
of content. I will not dwell on these problems, as they are not specific to digital
preservation and are covered elsewhere in the literature, but it is important
to note that they may hamper archivists’ ability to gain essential expertise in
intellectual property and copyright and secure the time and resources needed
to manage and track copyright in born-digital collections.

THE NECESSITY OF COPYING

The most fundamental tension between copyright law and digital preser-
vation centers, unsurprisingly, on copying. While copyright laws serve to place
limitations on the copying of intellectual property, digital preservation cannot
occur without extensive copying. Not only is copying fundamental to the com-
puter systems and technologies that allow digital materials to be created, trans-
ferred, and used—even before an archivist begins any deliberate copying of a
digital object, copies may be created within a device’s memory or a browser’s
cache simply through the action of viewing or opening a file'*—but copying is
crucial for the long-term survival and integrity of those materials.

Unfortunately, current law and legal precedent do not adequately address
this reality. Preservation of analog materials in their original format generally

The American Archivist m Vol. 83, No. 2 m Fall/Winter 2020

$S9008 931} BIA L0-/0-GZ0Z e /woo Aioyoeignd-pold-swid-yiewssiem-jpd-awiid//:sdiy wouy papeojumoq



Copyright and Preservation of Born-digital Materials: 243
Persistent Challenges and Selected Strategies

does not require any activities restricted by intellectual property law, and pres-
ervation of analog materials via reformatting can often be accomplished under
existing legal carve-outs. These include the US Copyright Act’s Section 107,
which outlines a rationale for fair use—that is, limited uses of copyrighted mate-
rials that do not require permission from copyright holders—and identifies the
four factors (purpose of use, nature of work, amount used, effect on the market)
used to assess fair use defenses against claims of infringement, and Section 108,
which grants certain archives and libraries limited preservation-related excep-
tions to reproduction restrictions.” But many of the most basic tasks involved
in digital preservation—“making multiple copies of a work, distributing copies
among multiple institutions, and migrating works to new technological for-
mats and media”—“involve the exercise of exclusive rights including but not
limited to the reproduction right.”"®

As archivists ingest, accession, process, arrange, redact, normalize, and
back up digital records, their computers inevitably create copies. As Aprille
McKay has pointed out, “there is no way to process born-digital materials for
the archives without technically breaching the rights owner’s exclusive rights
under copyright,”” leaving these preservation activities in legal gray areas.?
Beyond archivists’ concerns about whether their unavoidable copying qualifies
as fair use are questions about the very nature of the copies they create. When
the copies are not exact duplicates, it may be difficult to determine whether the
transformed versions are derivatives, new editions, or something else entirely.
These may seem like trivial distinctions with no practical bearing on archivists’
decision-making, but I believe questions about the nature of copies are worth
asking because the answers might affect their copyright status or inform an
archivist’s fair use defense.

Redundancy—or creating and storing multiple copies of digital materials—
is an integral practice under existing standards and frameworks for digital pres-
ervation.” Redundant copying also underlies the idea of LOCKSS (Lots Of Copies
Keep Stuff Safe) networks.”” An inverse relationship exists between the safety
of digital materials and copyright-related risk mitigation. The more copies a
collecting institution creates and disseminates, the more likely its collections
are to survive—but also, the farther it moves from the established preservation
limits codified in Section 108, and thus, hypothetically, the greater the chances
of a copyright complaint. In their current form, Section 108’s provisions, which
cap the creation of copies at three, do not explicitly permit the type and degree
of reproduction required for digital preservation. Nor do they adequately accom-
modate the common practice of transmitting and storing multiple copies off-
site in the care of a vendor or partner organization to increase redundancy
and protect against threats that might affect a particular geographical location.
The shift toward outsourced preservation and asset management may prompt
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questions about the liability of service providers and preservation networks
under the DMCA, their responsibility for infringing content hosted on their
servers, and whether they are covered under statutory exemptions or fair use
arguments as extensions of the repository on whose behalf they act.®

Further issues around copying emerge from the ongoing shift in common
perceptions and expectations in a networked world where digital objects are
easily and frequently replicated.** While copying for preservation is done under
controlled conditions, unlike the casual replication that characterizes much
online sharing, both approaches are part of a sea change in how users of digi-
tal materials perceive the significance of any given act of copying. The ease of
copying and sharing in a digital environment has influenced awareness and
interpretation of intellectual property laws among the general public and even
legal professionals, leading in some cases to the sense that because copying is
simple and common, it must or should be acceptable regardless of legality.®
These shifting norms and behaviors could make it challenging for archivists to
anticipate how creators, copyright owners, or users will understand the intel-
lectual property residing in digital items and what they will expect in terms
of making and managing copies. Recognizing that users may be accustomed
to freely downloading, copying, and sharing digital content but may not be
familiar with or attuned to the copyright implications of those actions, archi-
vists have grown concerned about legal liability stemming from researchers’
unsanctioned use of digital materials made available online.”® Because “the
very nature of digital material makes copyright easier to infringe and such
infringements . . . potentially much more visible,”?” these concerns might influ-
ence archivists’ thinking about present and future risks associated with acquir-
ing and storing digital content.

OWNERSHIP COMPLEXITIES

A 2002 Research Libraries Group (RLG)-Online Computer Library Center
(OCLC) report on Trusted Digital Repositories (TDR) points out that whereas
“responsibility for preservation has traditionally been considered alongside
ownership of the materials,”?® ownership of digital materials is less straight-
forward and, consequently, often divorced from preservation incentives and
responsibilities. Conversely, whereas traditionally there has been a clear distinc-
tion between ownership of an object and ownership of that object’s intellectual
content, this line is blurred in a digital context. Legal thinking about what
it means to own a copy of a digital object, particularly when not stored on a
physical medium in the owner’s possession,* is still evolving,* as are models for
understanding the relationship between ownership of copies, on the one hand,
and ownership of intellectual property, on the other, for electronic data.

The American Archivist m Vol. 83, No. 2 m Fall/Winter 2020

$S9008 931} BIA L0-/0-GZ0Z e /woo Aioyoeignd-pold-swid-yiewssiem-jpd-awiid//:sdiy wouy papeojumoq



Copyright and Preservation of Born-digital Materials: 245
Persistent Challenges and Selected Strategies

Case law has not yet provided straightforward guidance on ownership-
related issues such as how the first sale or exhaustion doctrine, a statutory
limitation on the copyright owner’s exclusive distribution rights that allows
the purchaser of a particular copy to resell that copy without authorization,
functions in relation to digital objects.®! Nor is there a definitive answer in case
law to the question of whether digital data is property (whether tangible or
intangible) that can convey to a new owner.?>* To bring these questions into
an archival context: Can a donor legally transfer ownership of their ebook or
mp3 collection? Is a donor authorized to donate electronic records originally
created by someone else? Does physical possession of a disk entitle a repository
to create derivatives for preservation? As noted in a 2016 white paper from the
US Department of Commerce’s Internet Policy Task Force, the doctrine of first
sale is fundamental to the preservation of cultural materials; if digital content
is subject to more restrictions on ownership and transferability than analog
materials are, it is less likely to be preserved and made available for the public
benefit long term.** What might otherwise seem like an arcane legal matter
thus has real implications for the future collecting and preservation abilities of
archives and other cultural heritage institutions.

Beyond the definitional problems of ownership in digital content is the
more familiar challenge of identifying copyright owners. Archivists are accus-
tomed to unattributed and orphan works among analog collections, but the
problem is magnified for born-digital content by its volume. The sheer amount
of digital materials a donor might have acquired, along with the now-common
intermingling of personal and professional assets and the ease with which files
can be shared, copied, and downloaded, means that their collection likely rep-
resents the intellectual property of many people. Determining the intellectual
ownership and copyright status of each item is likely impossible, and, unlike
for analog materials of mixed ownership, archivists do not yet have widely used
appraisal workflows and rights review strategies to assist with managing this
challenge at scale.

Locating owners is particularly problematic in the area of web archiving.
Online works are often “orphaned” because many are created informally and
collectively, making creators difficult to contact for permission to archive.® As
a result, curators and collecting institutions commonly store and reproduce
archived sites without asking permission.®® Even if they never face legal chal-
lenges over their web archives, they are in effect pushing downstream the
uncertainty about whether and how the content can be reused in the future.*”
However, the 2012 Association of Research Libraries (ARL) Code of Best Practices
in Fair Use for Academic and Research Libraries asserts that, with some limitations,
“it is fair use to create topically based collections of websites and other mate-
rial from the Internet and to make them available for scholarly use.”® While
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no statutory guidance or case law can yet provide definitive parameters for
these activities, the Code of Best Practices provides some reassurance and a legal
rationale for institutions actively archiving web pages created outside their own
organizations.

A final category of preservation concerns related to ownership involves
content that institutions do not own but simply license. As collecting practices
and use patterns evolve, this model is becoming a common way to provide
access to media and scholarship. To some scholars and practitioners, this shift
to a collecting environment dominated by contracts for access rather than one
in which institutions own copies of materials poses the greatest threat to their
ability to build and manage collections for the future.® Without a legal mandate
to collect® or a legal exception to restrictive contracts and licenses allowing for
the creation and modification of copies in the service of preservation, libraries
and archives likely face the assumption of greater risk—either in a legal sense
or in terms of their collections’ long-term survival, depending on their course
of action.

Because “most licensing agreements are still perilously vague about . . .
how long-term access will be ensured”# and because layers of ownership in
content presumably deeded to the repository might still be unclear, curating
digital collections involves additional legal considerations, metadata, and work-
arounds to ensure preservation and future access. But “a piecemeal approach to
issues like ownership of digital cultural resources undermines the ability to find
legal solutions across cultural institutions” to the legal risks that accompany
preservation and access.*> The RLG-OCLC TDR report acknowledges the need to
“work as closely as possible with content creators”—whether authors, research-
ers, publishers, or software developers—to keep track of rights information and
accommodate preservation functionality;* almost twenty years after the report
was written, still no widely adopted framework or scalable model enabling con-
tent creators and curators to partner on preservation efforts exists.

UNCLEAR PUBLICATION STATUSES

US copyright law is not clear about basic questions such as “whether
content on the Web or in databases should be treated as published or unpub-
lished”** and what types of online dissemination constitute publication,* dis-
tinctions that have significant implications for the length of copyright terms,
opportunities for reuse, and rights-related tracking of digital works. Section 101
of Title 17, the portion of the United States Code pertaining to copyright and based
largely on revisions enacted by the Copyright Act of 1976,* defines publication
as “the distribution of copies or phonorecords of a work to the public by sale
or other transfer of ownership, or by rental, lease, or lending” and notes that
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while distribution for the purposes of display or performance is also considered
publication, “a public performance or display of a work does not of itself consti-
tute publication.”*” According to the Compendium of US Copyright Office Practices,
Section 1902, distribution only constitutes publication when authorized by
the copyright owner.*® While some digital content—for example, email clearly
intended as private correspondence and not for public distribution—can be cate-
gorized as unpublished in the same way its analog precursor would be, in other
cases the ease with which digital files are reproduced and disseminated, along
with the highly visible, connected nature of the Web, makes publication status
less clear. Is posting a photo on social media an act of distribution or display?
How does the copyright owner’s intent or the specific tool or platform factor
in? If someone other than the copyright owner distributes the photo beyond its
initial posting, can the owner be assumed to have authorized its distribution by
virtue of placing the image in a location that encourages resharing? The ease
with which digital files are shared and hosted around the world may also make
it difficult to determine the nation of first publication and therefore which
copyright regimes’ protections and formalities apply.

Determining the publication status and date for analog archival materi-
als is already difficult; for born-digital files, it can be even more challenging.
Although digital objects often come with embedded metadata and MAC (modi-
fied, accessed, created) dates, these can be misleading, are easily altered, and
might indicate the creator or creation date of a copy or derivative rather than of
the original item. But even if one can determine the date when the content was
fixed in its current form, classifying that content as published or unpublished
remains a challenging exercise because of the fuzziness of those categories in
a digital, networked environment. One reason this distinction matters, apart
from the fact that the length of copyright protection differs for published versus
unpublished works, is that Section 108 of the Copyright Act allows library-cre-
ated preservation copies of unpublished works to be shared with other institu-
tions, whereas copies of published works may be accessed only on the premises
of the institution that holds the original.*

DiI1GITAL RIGHTS MANAGEMENT TECHNOLOGY

One of the most concerning barriers to digital preservation of published
materials has emerged in the wake of the DMCA, which initiated the wide-
spread adoption of technological protection measures (TPMs) for digital rights
management (DRM) by publishers and other rights holders. These practices are
a reaction to the ease of copying and sharing in a digital environment and aim
to make copyright infringement more challenging. They also, unfortunately,
pose a number of challenges for educational and heritage organizations,> often
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preventing libraries and archives from creating copies even for noncommer-
cial, mission-driven purposes like education and preservation. DRM practices
can impose technical and legal barriers to actions like decryption, duplication,
annotation, and transformation, all of which are key aspects of digital preserva-
tion and curation.

DMCA deals only with digital materials so will become more relevant to
archivists as born-digital holdings increase. Heather Briston elaborates several
problems DMCA could cause for archivists:

* “If a donation includes an encrypted hard drive and the password is
not given to the repository, it is impossible to legally access and pre-
serve the material that the archives program legally owns.”

* “Many software companies are defaulting to copy protection/encryp-
tion of documents as a matter of course in creating and saving mate-
rials based on the demands of creators for security and privacy of
information,” meaning that some significant records and correspon-
dence are likely to be inaccessible to archivists in the future without
advance planning and intervention.

* DMCA “makes circumventing copy protections . . . illegal,” preventing
archivists from capturing preservation copies of DRM-protected com-
mercial content even when otherwise defensible under Section 108 or
fair use.™

The reasons for TPMs in archival holdings will vary—software encryption
protecting a donor’s personal files is based on a different rationale than anti-
piracy measures imposed by publishers, for example—so the possible risks and
consequences for circumvention will vary as well. But, as Briston argues, these
portions of the DMCA “are particularly antithetical to the work of archivists as
currently defined and applied”> because, regardless of intent, they interfere
with archivists’ ability to preserve content.

Any cultural heritage institution that collects published sound record-
ings or e-books is likely to encounter technological restrictions on the ability
to copy and preserve that content.>® DRM might take the form of encryption,
persistent authentication, limiting the ability to record or copy, or restricting
the content to specific devices or software platforms. As a result, fair use is
obstructed and copying that might otherwise be legally defensible becomes ille-
gal under the DMCA or the contracts that govern use of the content. Even if
an archives has permission to copy DRM-protected content, it risks running
afoul of DMCA provisions forbidding the use of tools to break encryption or
bypass other protections. Ideally, archives would “work with right([s] holders to
develop workable approaches to the digital preservation of copyright materials
protected by technological measures such as encryption or copy protection.”>*
But this approach is difficult to scale,” and, furthermore, given high-profile
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infringement prosecutions of individual consumers and protracted public bat-
tles over control of intellectual assets, “record companies and other rights hold-
ers [are likely to be] wary of cooperative preservation projects in which files
might be shared between archives.”® Without changes to laws “to allow digital
preservation to be undertaken as necessary,””” clearer preservation exemptions,
and test cases weighing Sections 107 and 108 against the digital-only restric-
tions of the DMCA, DRM will continue to “[harm| long-term prospects for pres-
ervation of digital information by making content difficult, impossible or illegal
to copy or convert.”®

MULTILAYERED RIGHTS IN DIGITAL OBJECTS

Because of the technologies employed to create much digital content, addi-
tional layers of copyright might inhere in digital objects. Beyond the ostensible
creator’s intellectual contribution, digital files created in proprietary environ-
ments can contain or reflect the intellectual property tied to their file formats,
the software that generated them, or the types of encoding used. As the RLG-
OCLC TDR report points out, “the content creator does not usually own the
rights to the software and systems used to create the digital file,” hence the
need to use open software and formats when possible to avoid “legal issues
when access or changes to those systems are necessary.”>

Even if an archives owns a copy of a digital object, it may not always have
the right to use any required software to render it for certain purposes. If pro-
prietary software is required to view or use the object, the archives may need
to preserve that software, which introduces an additional set of risks and com-
plications related to copyright restrictions and license agreements. The rights-
related risks associated with preserving and rendering certain digital objects
are one reason that “openness” or “independence”’—not requiring a specific
hardware or software platform to function—is often a key consideration when
evaluating the longevity of a particular file or format. ¢

Attempting to maintain digital content or tools built using existing, copy-
right-protected materials has legal drawbacks, as evident in recent cases deal-
ing with reuse of software code by entities other than the original creators.
Google v. Oracle America,® the culmination of a multiyear battle that went before
the Supreme Court in late 2020,°> hinges on whether application programming
interfaces (APIs) warrant copyright protection and whether using or including
them as dependencies in other programs or devices constitutes infringement.
While Google’s commercial use of Oracle’s APIs is not analogous to the uses
archives would likely make of similar code, the case raises questions about what
constitutes fair use in complex software environments. As archives increas-
ingly aim to preserve and provide access to collections and objects that rely on
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layered software programs, format specifications, programming languages, and
other elements, each with its own intellectual property rights, understanding
the status of the different components and the implications of their interac-
tions will become more important.

Intellectual property rights in formats and software are not the only rights
held by parties other than primary creators that can complicate preservation.
In settings focused on the preservation of research materials or institutional
records, curators might have to consider not only the rights of the researchers
who create the content but also any rights affixed to the databases in which
the content is deposited.®® Records slated for curation may also be derived from
sources that are copyright protected and may therefore involve permissions
requirements or use restrictions.®

Understanding the layers of rights in complex digital objects and collec-
tions can be particularly challenging because it is not always clear what type
of intellectual property a digital item may be and what laws and requirements
apply. Computer programs, for example, “are eligible for copyright, but there
is considerable confusion about what such a copyright protects or should pro-
tect”:% the source code of the software, the object code, or the look and feel of
the user interface.®® Without a solid understanding of what exactly is protected,
it is difficult for archivists to accurately assess the risk of preserving or reus-
ing software components. Research data is another category of content with
unclear protections. Raw data are considered to be factual information under
US law and so are typically not protected by copyright, but their status as intel-
lectual property generally is unclear,®” and, regardless of that status, they may
be protected from copying, transformation, and reuse by distribution licenses
or restrictions imposed by government or other funding bodies.

Strategies to Aid Preservation of Copyrighted Material

Many of the problems librarians, archivists, and other digital curators face
in dealing with copyright-protected materials stem from the fact that “copy-
right law is created by representatives from various industries debating spe-
cific points that they feel are crucial to their respective business models” and
that result in “very specific legislation, often with unintended consequences for
those with no lawyer at the bargaining table.”®® To deal successfully with these
unintended consequences, archivists need to build strong relationships with
their organizations’ legal counsel, collaborate with scholarly communications
and copyright librarians when available, and advocate collectively for new tools
and legal reforms.

We are beginning to see more court cases and developing precedents
related to copyright in the digital realm (e.g., Authors Guild v. Google,* Authors
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Guild v. HathiTrust,” and Cambridge University Press v. Patton™). While these cases
give some idea of how library-based or preservation-focused digital initiatives
might fare in copyright litigation, the cases primarily focus on sharing and
reuse, largely of digitized content, leaving digital preservation functions still to
be addressed. It is difficult to extrapolate from these outcomes and speculate
about whether certain new technologies and practices will stand up to legal
scrutiny. But there are actions archivists can take to improve archives’ ability to
preserve born-digital content in the face of uncertainty, as well as subjects for
further study and advocacy. Areas to focus on include securing rights ahead of
time, adopting legal rationales related to orphan works and fair use, adapting
practices from specialized digital preservation subfields, ensuring that standard
procedures adequately address copyright-related recordkeeping and risk man-
agement, and advocating for preservation-enabling copyright reforms. These
strategies will not solve all the challenges previously discussed, but they offer
archivists some useful tools and models in the absence of a legal framework
that is designed for the digital world and values cultural heritage preservation
as much as commercial interests.

SECURE RIGHTS IN ADVANCE

The ideal approach whenever possible is to obtain any required rights and
permissions up front. Thorough release forms, deeds of gift, or donor agree-
ments will transfer or license the rights required for digital preservation. These
rights might include the ability to transfer the content from its original media,
create derivatives through normalization, make copies, store copies in distrib-
uted locations, crack passwords, recover deleted files or file fragments, crawl
web pages or social media profiles, sublicense essential rights to service provid-
ers, and carry out any other dissemination and reproduction needed to support
the institution’s core functions. If the agreement governing the born-digital
materials does not grant sufficient freedom to maintain the content according
to best practices for digital preservation, it may be worth renegotiating the
terms of the gift or preparing an addendum.

Conversations with donors about their deeds of gift are an ideal time
to obtain information about any content with third-party rights; this might
include published digital materials the donor has purchased or licensed, files
downloaded from the Internet, software programs, or documents created by
another person on a shared device. Even if the donor created all of the content,
it is helpful to ascertain whether there might be other copyright claims based
on assignment of rights to publishers or work made for hire. It is also impor-
tant to identify and track any licenses the donor has granted in the materials,
whether by selling exclusive licenses for commercial purposes or sharing items
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online under a Creative Commons license, as these prior arrangements may
limit how much the archives can or wishes to invest in preservation. Asking the
donor or creator to address ownership and rights issues at this stage allows an
archives to reduce the risk it takes on when preserving digital content and to
rely less heavily on fair use.

For any content that archives acquire directly from publishers or other ven-
dors, securing rights in advance might mean negotiating whenever possible for
the ability to preserve the licensed content. Vendor contracts that provide copies
of perpetual access files or grant future access to titles preserved by Portico or a
similar service give a higher level of assurance of long-term accessibility.

ADOPT BEST PRACTICES FOR ORPHAN WORKS AND FAIR USE

Edward M. Corrado and Heather Moulaison Sandy argue that, ideally,
“regardless of the source of content being digitally preserved, copyright issues
should be investigated to make sure the proper intellectual property rights have
been granted that are legally required to perform the actions necessary for
long-term preservation”;’> however, this is not always possible. Until archivists
have more effective tools and sustainable workflows for identifying owners and
tracking digital object rights at scale, they must rely largely on existing legal
frameworks and calculated risks.

Orphan works are a worldwide problem, but particularly so in coun-
tries like the United States that have very long terms of copyright. While legal
researcher David Hansen’s 2016 report on digitizing orphan works” focuses
on providing online access to reformatted content rather than on digital pres-
ervation, it provides a useful framework for dealing with the large amount of
born-digital content, both published and unpublished, that is orphaned because
the copyright owners are unknown or unfindable. The “legal limbo” in which
orphan works exist can force archivists to “forgo socially beneficial uses of the
work,”” keeping institutions from actively curating and preserving the materi-
als.” Short of amending copyright law to address orphan works directly, decid-
ing that “some important uses of orphan works count as fair use,” or lobbying
for an additional “judge-made exception” in the vein of fair use but specifically
focusing on orphan works,” Hansen constructed a framework for managing
risks that archivists can use to encourage preservation and use. He drew on
current common practices (acknowledging use of orphan works, applying fair
use arguments, focusing access efforts on unpublished/unregistered works,
conducting limited searches, and preparing takedown procedures) and added
to them more rigorous use of Section 108 to justify orphan-works projects,””
creative legal strategies to limit potential damages in a legal challenge, and
strategic permission-seeking through quitclaim deeds (in which potential but
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unverified rights holders give permission based on any rights they might own
without warranting that they are in fact the owners) and large-scale agree-
ments. Archivists might look next to legal scholars and copyright experts within
the profession to extend Hansen’s arguments, as well as the recommendations
outlined in the Society of American Archivists’ statement about best practices
for orphan works,” and consider whether the same rationale used for digitizing
and sharing online can serve to justify redundant copying, normalization, and
other digital preservation actions.

Fair use, when an institution determines that it supports a particular pres-
ervation function, may be a more appropriate legal rationale than an orphan-
work analysis for proceeding with digital preservation.” Archivists might also
find a fair use analysis easier to conduct at the collection level or for a group
of items with similar preservation needs compared to an orphan-work analy-
sis, which requires making a reasonable effort to locate individual copyright
owners and document the search. Whether and how collecting institutions pro-
vide public access to the resulting files could alter the fair use assessment, so
archivists working to preserve digital content in legal gray areas may wish to
take a long-range perspective and focus on future rather than immediate access.
Fortunately, archivists—especially those in nonprofit, educational settings—are
often in a strong position to make a fair use argument when any copying or
migration is done primarily for preservation purposes. Archivists should also
note, however, that the strength of a fair use analysis must not trump other
ethical considerations in their decision-making about collecting and preserv-
ing digital content. Even when a sound legal defense based on fair use exists,
archivists might choose in some cases not to take advantage of it out of respect
for the creator’s intentions or circumstances, particularly if the material is cul-
turally sensitive or represents a vulnerable community. While copyright restric-
tions often limit the work of archives in troubling ways, copyright can, in some
situations, empower marginalized communities to set the terms for preserva-
tion and use of their own cultural output.

When archivists do wish to invoke fair use, they should be aware of its
limits and recognize that the strength of fair use arguments for preservation
activities will vary depending on the nature of the materials. While fair use is
often on archivists’ side because archival collections contain so much unique
material that is not being commercially exploited, fair use claims related to
unpublished materials are often subject to greater scrutiny.®® Fair use may also
be less helpful when building special collections of published digital content
or preserving scholarly output in university archives—managed institutional
repositories. Furthermore, because the boundaries of fair use are not precisely
defined by the framework outlined in Section 107 and are instead based on an
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evolving set of judicial precedents and best practices, fair use is vulnerable to
copyright expansions and shifts in interpretation that limit its application.

ARL’s Code of Best Practices in Fair Use for Academic and Research Libraries is
often quoted as stating that a “four-factor analysis . . . supports digital preserva-
tion”;® however, read in context, this assertion clearly refers to the digitization
of analog materials for preservation purposes and not to the preservation of
born-digital content with its many added copyright complications. It is still far
from clear how the four factors of fair use function in a born-digital context;
some archivists may perceive this lack of precedent as increasing risk, although
it may also present opportunities for creative, new fair use defenses. Whether a
fair use argument can successfully justify digital preservation activities will ulti-
mately need to be tested through a court case if archivists are to develop defini-
tive guidelines. But, as most institutions do not have the will or the resources
to deliberately take on such a case, archivists can reasonably proceed in the
meantime by extrapolating from fair use defenses and best practices in place
for other materials in their care.

BORROW FROM SPECIALIZED PRESERVATION FIELDS

The video game and software preservation communities are proving to be
models and resources for archivists working to preserve all types of digital con-
tent. Game and software preservationists have long been aware of the risk that,
if copyright laws remain “the way they are, games that are on the brink of era-
sure could be lost forever.”®> In response to this risk, they have written detailed
analyses of the copyright challenges involved in preserving these specific types
of content®® and are working to develop legal rationales for everything from
emulation to dealing with orphan games.?* US archives generally avoid directly
challenging copyright laws that affect the ability to preserve video games;®
preservationists instead proceed by developing legal rationales based on exist-
ing precedent. The guidelines presented in the Software Preservation Network
(SPN) and ARL’s Code of Best Practices in Fair Use for Software Preservation,® like those
found in similar statements of best practices, “offer a bridge between commu-
nity values and the seemingly abstract world of fair use, helping communities
overcome fear”®” and model reasoning archivists can use in fair use analyses
supporting the preservation of other types of digital content. Legal strategies
advancing software preservation also support the preservation of other digital
content more directly by enabling the use of software on which that content
might depend.

Relying in part on fair use, software preservationists have also invested
heavily in building tools and infrastructure to support emulation as a preserva-
tion strategy. This approach may avoid some copyright pitfalls connected to the
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preservation of complex digital objects like computer programs, databases, and
games by lessening the need for routine migration, alteration, and reproduc-
tion. But emulation still implicates issues of ownership and licensing, as it can
require modifications to original software, media transfer from original storage
devices to managed systems, and potential circumvention of the technological
protection measures (TPM) that became common after the DMCA went into
effect to help copyright holders enforce their exclusive rights.®

Fortunately, the SPN and all archivists working with born-digital content
achieved a notable victory when, in 2018, the Library of Congress granted a
three-year exemption® allowing archives and libraries to circumvent TPM on
computer programs, including operating systems, video games, and other types
of software.”® The exemption applies only when the program is not readily avail-
able commercially, the “sole purpose of the circumvention activity [is] for lawful
preservation of the computer program or digital materials dependent on a
computer program,” and the archives’ use is noninfringing (that is, justifiable
under Section 107 or 108 or conducted with the permission of the copyright
owner). Even with limitations, this rule significantly reduces the risk archives
assume when preserving digital content and the computer programs on which
they depend. The policy also signals the possibility of further compromises
between copyright owners and archives in the future.

ADDRESS COPYRIGHT IN ROUTINE PROCEDURES

While much of the literature recommends changes to copyright law, such
reforms can face substantial opposition and are often slow to occur. Fortunately,
occasional exceptions occur within the general trend of ever-longer copyright
terms. A notable victory in support of preservation is a provision in the 2018
Music Modernization Act (MMA) allowing libraries to treat certain works as if
they are out of copyright when they are near the end of their terms of protec-
tion and not being commercially exploited. This provision may eventually sup-
port preservation efforts for digital sound recordings, assuming the files survive
long enough to qualify for the exception. But, in the meantime, especially when
they are stewarding works not addressed by legislative changes like the MMA,
archivists and curators need concrete best practices and tools with which to
navigate the current US copyright landscape.®* Several recommendations can be
synthesized from the literature and from the experience of working archivists:

*  Make rights analysis and risk assessment routine parts of ingesting dig-

ital content. Unlike analog materials, which can generally be acquired
and used in limited ways without infringing copyright regardless of
their status, potentially infringing actions on born-digital materials
begin at the point of accessioning.
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*  Work to promote among colleagues, donors, researchers, and admin-
istrators a thorough understanding of the rules that apply to works
created in different years, formats, and contexts.

* Prepare and maintain written documentation of any rationale for pro-
ceeding with copying and other potentially infringing preservation
actions under a legal exception. This writing can assist the institution
in the event of an infringement claim, demonstrating good faith and
possibly limiting damages.”

*  Document all known rights information and rights-related decisions
in metadata, accession records, or catalog records. Store rights infor-
mation alongside digital objects or linked using consistent unique
identifiers. Continue to improve and expand the rights-related meta-
data elements devised by the Preservation Metadata: Implementation
Strategies (PREMIS) working group.

* Develop takedown procedures enabling the removal or restriction of
content, particularly for items that are made openly available online.
Ensure that takedown requests are easy to submit and addressed
promptly.

* Consider under what circumstances the repository would be willing
to return or deaccession digital materials for copyright reasons and
ensure deaccessioning procedures address removing born-digital mate-
rials from storage systems. Ensuring complete removal of a digital file
from a hard disk or other device without wiping the media entirely is
difficult, and what this means for archives trying to deaccession prob-
lematic materials is unclear; to my knowledge, the hypothetical ability
to recover an infringing item using forensic methods after an order to
destroy unauthorized copies has not been addressed in any legal case.

ADVOCATE COPYRIGHT REFORM

The gaps in scholarship and best practices related to copyright and digital
preservation reflect gaps in the law. As a professional community, archivists
should be aware of this fact and advocate for reforms, such as those intro-
duced by the MMA, that support the work of collecting and preserving con-
temporary records. Intellectual property rights expert Andrew Charlesworth
argued in 2008 that much of the difficulty in adapting copyright law, as well
as related educational exemptions and fair use assessments, to the needs of
digital curation and preservation is that “a defining characteristic of contem-
porary copyright law is the willingness of governments to accept the argument
that the impact of digital technologies requires copyright owners to be given
ever greater control over the use of their works, regardless of the detriment to
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the copyright regime’s ‘public interest’ elements.”®* This one-sided focus on the
risks of digital technologies for creators causes problems for both rights holders
and collecting institutions. Effecting a shift back toward limiting or allowing
exceptions to owners’ exclusive rights for the public good will require sustained
attention and advocacy.

One area of possible reform is Section 108’s provisions for preservation-
focused copying and reformatting. A 2008 report from a Section 108 study group
convened by the US Copyright Office notes that “certain preservation activities
fall within the scope of fair use, regardless of whether they would be permitted
by section 108”;° however, during a routine copyright review hearing before
Congress in 2014, Judiciary Committee chairman Bob Goodlatte pointed out
that “while it is probably true that there are clear-cut cases in which fair use
would apply to preservation activities, fair use is not always easy to determine,
even to those with large legal budgets. Those with smaller legal budgets or a
simple desire to focus their limited resources on preservation may prefer to
have better statutory guidance than exists today.”®® Additional statutory guid-
ance would free archivists to make proactive decisions in the interest of digital
preservation rather than hesitating over concerns about legal risks.

A Society of American Archivists (SAA) issue briefin 2014 argued for reforms
beyond those proposed by the 2008 study group, suggesting that a revised
Section 108 could become a model for World Intellectual Property Organization
(WIPO) efforts to establish minimum international standards for library and
archives copyright exceptions. The brief includes two requests specifically sup-
porting digital preservation: 1) “removal of the ‘3 copy’ limitation on digital
preservation copies” and 2) “expanded preservation of digital resources, includ-
ing collection and preservation of publicly accessible networked publications
(i.e., websites).”?” Surprisingly, SAA, perhaps concerned that opening the door
to revisions might lead to detrimental changes or a net loss of preservation-
focused exceptions, reversed course in 2016 and issued a statement opposing
alterations to Section 108 and stating that “SAA does not consider Section 108
to be obsolete or in need of serious reform.”® The statement begins by noting
that “any and all reforms to Section 108 must be made with an eye toward either
expanding on existing permitted uses by archives (and libraries) or adding new
permitted activities” and persuasively enumerates a number of ways in which
the current Section 108 is inadequate and suggests adjustments that would
facilitate preservation, such as removing the strict limit on the number of pres-
ervation copies that can be created, explicitly allowing archives to outsource
preservation activities, supporting the capture of web content, and making pro-
visions for TPM circumvention. Strangely, the statement also definitively asserts
that “now is not an appropriate time to rewrite or amend Section 108.”1%
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The Copyright Office subsequently released its discussion document rec-
ommending a Section 108 overhaul and including model language that would
address many of archivists’ concerns. The document proposes a number of
encouraging changes:

... allowing multiple preservation copies, allowing preservation copies of pub-
lished works, expanding access to digital preservation copies, amending the
subsection 108(i) exclusions for copies made at the request of users, allowing
more flexibility in making preservation copies of works covered by licensing
or purchase agreements, and allowing the use of third-party vendors in some
situations.'”!

Archivists should become familiar with the suggested changes and encourage
both SAA and the Copyright Office to continue work toward implementation.

Another reform archivists may wish to advocate for is changing man-
datory deposit requirements so that the Library of Congress or other select
institutions routinely acquire and preserve published electronic materials.
While some countries do include digital works in their legal deposit schemes,?*
the United States currently exempts most electronic works that are available
only online (that is, not distributed on physical media).'”® Implementing legal
deposit for electronic materials is complex,'® and the United States’ exemption
likely exists in part to manage the volume of material the Library of Congress
must commit to preserving. But as more content is distributed online only, the
risk of losing long-term access to valuable cultural and scientific information
increases and the need for a coordinated preservation initiative focused on that
material grows.!%

Conclusion

Despite archivists’ progress in developing best practices and pursuing
preservation exemptions, copyright law still presents significant barriers to the
preservation of born-digital archival materials. While copyright reform, along
with related legal clarifications or new preservation exceptions related to digi-
tal copying, TPM circumvention, and orphan works, could theoretically provide
the most comprehensive solution for legal barriers to preservation, any future
changes to the law are unlikely to satisfy both archivists and rights holders.
Given this, archivists would be well served to pair advocacy with concrete risk-
management actions that are more fully within their control: obtaining explicit
permission when possible, embracing existing best practices documents (and
contributing to the creation of additional codes of best practices that can shape
community norms and defenses against infringement claims'*), and document-
ing their rationale for preservation and access decisions. Because the risk of an
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infringement lawsuit is very low when the materials in question are not avail-
able to researchers, archivists may choose to take preservation actions that fall
into legal gray areas and mitigate risk by restricting the preserved materials
long term. When the possibility of losing certain digital records is unacceptable
but the copyright status of the items remains a barrier, preservation without
access may be the safest path forward—although not all archives will have the
resources or ability to preserve materials indefinitely without a clear path to
access, and archivists will likely still need to resolve copyright questions down
the road.

New questions will continue to emerge as archives increasingly deal
with multi-user, dynamic media such as collaboratively annotated documents
(complicating questions about ownership) and new methods of using content
such as text mining (prompting questions about what constitutes transforma-
tive use and how copyright restrictions might extend to the products of such
research). In this landscape, all archivists working with born-digital materials
should be aware of the copyright challenges that can slow or thwart digital
preservation efforts, from the inadequacy of Section 108 to cover digital pres-
ervation-related copying and the prevalence of restrictive licenses and DRM,
to questions about the nature of ownership and publication status in a digi-
tal environment. Familiarity with the issues will aid risk assessment, donor
negotiations, and access decisions and will enable archivists to contribute to
future research on key issues such as software preservation, large-scale digi-
tal appraisal and rights review, and born-digital access. Awareness of ongoing
negotiations with the Copyright Office and copyright lobbying by major rights
holders, as well as legal cases that are gradually shaping our understanding of
digital property and rights, will position archivists to act as responsible stew-
ards of unique digital collections and advocate for reforms that will support
cultural heritage preservation.

As important as copyright reform is for scholarly, scientific, and cultural
materials in all formats, gaining clarity on digital copyright and expanding
preservation and access options for born-digital content are even more urgent.
If archivists wait until copyright terms have ended or media and formats have
become obsolete as required for many applications of Section 108—or wait for
any other future change that might alter the status of the content to allow
copying—they will have missed the window of opportunity to preserve that con-
tent. Some copyright owners might be willing to allow DRM circumvention for
long-term preservation or use in the distant future after copyright expires. But
technological obsolescence and media instability mean the content might not
survive or be renderable long enough to reach that point if archivists cannot
intervene to create preservation copies now.
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Archivists’ and librarians’ professional ethics call on them to act “within
prescribed law”!” when making decisions about preservation and copying, to
“observe legal requirements and obligations determined by rights associated
with digital objects,”'*® and to “respect intellectual property rights and advocate
balance between the interests of information users and rights holders.”'* But
until the profession develops adequate tools and advocates for a forward-look-
ing legal framework to allow for digital preservation actions without violating
the letter of the law, such a balance will be virtually impossible to achieve.
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equivalent to a sale and thus resale of licensed software is permissible under EU copyright law
[UsedSoft GmbH v. Oracle International Corp, 2012 C.M.L.R.3 44, 2012 E.C.D.R. 19 (2012)]. For a
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Oral arguments took place in October 2020, just before this article went to press. A decision may
thus have been issued by the time of publication.
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find an owner, or an owner’s active intention to destroy a valuable cultural artifact” (160). While
not a solution to every intellectual property rights issue affecting digital curation, this proposal
would go a long way toward solving many of them. Clearly, though, such legal reform has not
come to pass, and it is unlikely to do so in the foreseeable future.
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