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ABSTRACT

Since 2014, the University of Illinois at Urbana-Champaign Library has taken cus-
tody of a growing number of collections of “born-digital” records, largely through
the University Archives. These collections comprise a panoply of digital content for-
mats, ranging from those in common use to obscure varieties from the early days
of personal computing. As such, they pose a challenge to digital preservation and
access. Knowing what software to use to open files in formats that have fallen out of
use is often difficult, let alone installing obsolete software on contemporary operat-
ing systems. At the same time, the sheer bulk of collections, as well as an accelerat-
ing rate of born-digital accessions from faculty and campus offices, makes it difficult
to assess these files at the time of acquisition. These challenges suggest the need
for preservation policies on digital formats in collections of electronic records, as
well as for firsthand knowledge of the software required to facilitate curator control
over and patron access to these collections. This article presents an overview of an
evolving approach taken by archivists and librarians at the University of Illinois at
Urbana-Champaign to build the policies, technical knowledge, and systems for an
effective preservation and access program for electronic records. Their implementa-
tion of a local digital content format registry, while young, suggests that archivists
and digital preservationists would benefit from further development of tools and
practices focused on born-digital formats, and the thoughtful integration of institu-
tional knowledge with international format registries.
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ver the past twenty years, the field of digital preservation has seen an evo-
Olution in thinking about the importance of file format policy for reposito-
ries. In the 1990s, much writing on the subject was speculative in nature, with
authors like Donald Waters and John Garrett forecasting that digital repository
managers might, to confront the challenge posed by large collections of dispa-
rate materials, “migrate digital objects from the great multiplicity of formats
used to create digital materials to a smaller, more manageable number of stan-
dard formats.”" This approach was countered most notably by thinkers such
as Jeff Rothenberg, who argued instead for emulating the software environ-
ments of obsolete file formats—that is, providing software to mimic as closely
as possible the computing environment in which the files were originally cre-
ated and used—as the surest path to providing faithful access to their content.?
Rothenberg’s advocacy of emulation was not without its detractors,® and many
digital preservation professionals who attended digital library conferences
in the aughts will recall lively debate among those who favored “normaliza-
tion” strategies based around trusted file formats versus advocates of software
emulation.*

With regard to file format policy research, several studies from 2005
through 2008 (e.g., work led by the National Library of the Netherlands,® the
National Library of Australia,® Stanford University,” and the Online Computer
Library Center®) sought to identify risk factors inherent to file formats and to
define what makes a “good” file format for digital preservation. Numerous cul-
tural memory organizations complemented these efforts by publishing policies
of trusted or preferred file formats for long-term stewardship. It is common to
hear digital preservation managers proclaim the tagged image file format (TIFF)
as their trusted image file format, or the waveform audio file format (WAV) as
their preferred audio file format, without controversy.

A 2013 publication surveying and analyzing such file format policies at
Association of Research Libraries (ARL) member institutions found that most
of these policies are “very much rooted in relatively small-scale data manage-
ment practices—stewarding files through digitization workflows, for example,
or curating a university’s research publications,” but that “[a]s libraries and
archives begin to set their sights on collections of heterogeneous files such as
born-digital electronic records and research data, this is expected to spur on
further evolution not only in the file formats that appear in digital preservation
policies, but in the way file format policies are articulated and implemented.”
This finding underscores the assertion that digital preservation professionals in
libraries and archives tend to be most comfortable with file formats that result
from digitization efforts, or workflows whose end result could be said to stand
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in for traditional physical media, in other words digital surrogates representing
printed pages, phonographic recordings, or moving image films. On the other
hand, archivists do not possess reliable tools for stewarding structures native
and unique to the networked digital realm, such as hyperlinked, interactive, or
editable information content, including everything from flash games embedded
in web pages authored in the hypertext markup language (HTML) and cascad-
ing style sheets (CSS) to specialized three-dimensional models. Most of these
materials are unsuitable for mass migration to trusted file formats due to the
technical and legal hurdles involved, which calls for new thinking about what
exactly to preserve, as well as how.!’

Even for fairly straightforward content types such as those generated by
the digitization of physical media, the field is pivoting away from rigid con-
ceptions of what constitutes a trusted file format. Kevin DeVorsey and Peter
McKinney, in a study of file format risk at the National Library of New Zealand,
concluded that “files contain multifarious properties. These are based on the
world of possibilities that the format standard describes, but can also include
non-standard properties. The range of possibilities and relationships between
them is such that it is quite meaningless to purely measure a file’s adherence
to the format standard.”" In other words, the common practice in libraries and
archives of making a short list of trusted file formats is inadequate, because
what any single file format may contain is, in most cases, highly variable. If
preservation implies access to the content preserved, preservationists must pos-
sess knowledge of software environments and the dependencies necessary to
create authentic renderings of digital bitstreams. That is, they need to open files
and access the information they contain in an accurate form. Or, as the authors
of InterPARES 1 found, “Empirically, it is not possible to preserve an electronic
record: it is only possible to preserve the ability to reproduce the record.”'?

At one level, rendering capability should be an essential aim of digital pres-
ervation. In practice, however, this has proven difficult to implement, due to
what some see as flawed metaphors of digital “objects” and “records” imported
from traditional preservation work. These metaphors, Christoph Becker argues,
obscure the true nature of files as components within a software system, the
interactions of which “produce emergent properties that we cannot attribute
to the parts, only to the whole.”” Any consideration of what constitutes sig-
nificant properties of acceptable renderings of preserved files must account for
inputs from all parts of the operating environment (fonts, color profiles, depen-
dencies, and the like). Observing that digital file “damage occurs often not as
a loss of physical integrity, but as a loss of relationships between elements,
whether through link rot, obsolescence, or lack of metadata,” Becker sees strat-
egies based solely on migrating files from one format to another as fundamen-
tally inadequate to ensuring the full accessibility of preserved digital materials
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for posterity. Rather, Becker argues that the key to preserving meaningful ren-
dering capability along with individual units of encoded content is preserving
knowledge of the critical relationships between the constituent components of
software environments.

Considering the importance of software relationships and rendering
capability in meaningfully preserving digital content, it is notable that such
information is largely absent from those file format registries that digital
preservationists rely on most as technical reference tools. While PRONOM, an
internationally recognized registry of file format information managed by the
National Archives of the United Kingdom, does include a metadata field for
“technical environment,” this field is in most cases unpopulated. In addition,
other efforts to create rich resources in the realm of file format and preserva-
tion policy description, such as National and State Libraries of Australasia’s
Digital Preservation Technical Registry,' the Preservation Actions Registries
project led by the Open Preservation Foundation,” or the Scaling Emulation as
a Service Infrastructure'® (EaaSI) project’s Software Metadata Recommended Format
Guide, have yet to broadly share their findings.

Perhaps archivists and preservationists would benefit by augmenting the
universal information stored in international file format registries with local
knowledge gained from hands-on experience with locally curated born-digital
materials, locally available software, and locally available operating system envi-
ronments. While this practice is not yet widespread, it has been attempted,
most notably by the National Library of Australia, whose Digital Preservation
Knowledge Base is the institution’s “first practical step to equipping the digital
preservation unit with essential knowledge about the file formats present in
the Library’s collections and their relationships with software applications.” The
National Library of Australia is recording information about file formats and
the software environments needed to access them in spreadsheets, with plans
for migration to a database and a linked-data store intended to represent the
library’s rendering capability in all its complexity.”

Based on the current state of the field, this article describes an effort by
librarians and archivists at the University of Illinois at Urbana-Champaign to
build a local digital content knowledge base using technology and a data model
derived from institutional practice. We seek to add to a young but growing body
of literature on the topic of developing best practices in organizational digital
content format monitoring and the appraisal and processing of born-digital
materials. Although we undertook this project to meet a local need for file
format policy management, its results suggest that the community could benefit
from new directions in digital content format research. Specifically, it suggests
that digital preservationists should find ways to better integrate largely hidden
local expertise and distributed knowledge with centralized format registries.
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Background

The University Archives at the University of Illinois at Urbana-Champaign
has been collecting born-digital content since the early 2000s, with early efforts
centered on hybrid collections (holding both paper-based and electronic mate-
rials) and born-digital personal archives and student organization websites.”®
These records were acquired on a variety of media, including optical disks,
floppy disks, and external drives, as well as laptops and desktop computers.
From 2008 to 2009, one of this article’s authors began researching best practices
for preserving born-digital content and developing a base of knowledge and
recommendations for future services.”” In 2011, the library hired a digital pres-
ervation coordinator to develop infrastructure for the acquisition and appraisal
of computer media who established a “born-digital” lab where concepts and
technologies from the field of digital forensics informed hardware and software
choices. Initially, archivists deferred the curation of these materials to a future
date by consigning born-digital acquisitions to a folder titled “unprocessed” on
a secure server maintained by the library, while staff tested appraisal and pro-
cessing software and tools.?® In 2014, however, staff in the library’s Preservation
Services and Information Technology units introduced a digital preservation
repository service called Medusa® to aid collection curators in the long-term
stewardship of digital content and began developing practices to address the
backlog of digital acquisitions.

Medusa runs on locally developed open-source* software written in the
Ruby on Rails web framework.?® Its design was inspired by the Reference Model
for an Open Archival Information System (OAIS),** a prominent standard for
digital preservation service architecture. Medusa’s use is presently limited to
the University of Illinois at Urbana-Champaign Library, where its primary users
are library and archives collection managers in repository units, with these
defined as groups responsible for curatorial decisions related to the preserva-
tion of, access to, and rights status of collections of digital content (e.g., an
archives, institutional repository, or departmental library). At present, Medusa’s
collections comprise born-digital books, manuscripts, photographs, audiovisual
materials, scholarly publications, and research data from the library’s special
collections, general collections, and institutional repositories.*

The University Archives has processed and ingested digital content at a
rate of approximately 4 to 5 terabytes per year for the past five years and has
deposited, as of June 2020, a total of 41 terabytes (approximately two million
files) into Medusa.

It is also worth noting that the University of [llinois at Urbana-Champaign
is home to a prominent iSchool and that graduate student assistants have
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Medusa

View lists of:  Institutions Repositories Collections Projects

Repository: University of lllinois Assessments Export v Metadata v
Overview Running Processes  File Statistics ~ Red Flags  Accruals
Storage
State Size (GB) Files
Bit Level 43,656.78 2,417,062
Collections
External ID Title Contact Size (GB)
3503099 The Cybernetics Thought Collective 3,685.41 [/
(Digital Surrogates)
1306005 WILL Sound Recordings (Digital Surrogates) jsharrs@illinois.edu  3,180.38 [V]
1801082 Charles C. Stewart Papers (Digital promeillinois.edu 2,872.96 [/
Surrogates), ca. 1800- ca. 1910

FIGURE 1. Homepage of the University Archives in Medusa

provided ongoing support for workflows related to the preservation of born-
digital collections since the inception of the library’s digital preservation
program. Indeed, the authors of this article comprise a team of professional
librarians and archivists and a (then) graduate assistant, with additional research
support provided by (former) graduate student workers Scott Witmer and
Shreya Udhani.

Methodology

We identified a working set of born-digital files in the Medusa digital pres-
ervation repository. This data set was intended to consist entirely of born-digital
materials and, as such, did not contain library-digitized items or collections
that mix digitized content with other digital materials acquired from archival
donors. To this end, programmer Howard Ding created a system feature that
allowed curators to group collections of born-digital collections under the head-
ing of a single “Virtual Repository.” Once complete, the “Born-digital Virtual
Repository” permitted us to view our data set under a single dashboard that
listed constituent collections and provided aggregate data on the total number
of files, the total number of files with a given extension, and the total number
of files of a given media type. At the time of writing this article, the Born-digital
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Collections Virtual Repository, which has served as a working set for this article,
includes 151 collections comprising 1.35 million files, for a storage total of 2.4
terabytes. These collections contain a mix of administrative records, publica-
tions, and personal papers.

After isolating the data set described here, the authors worked again with
repository programmer Howard Ding to establish a born-digital content format
registry feature in Medusa to serve as an eventual reference source for policies
and knowledge related to locally held digital content types.?® Initially thought
of as a “File Format Registry,” the authors adopted the term “Digital Content
Format Registry” to underscore the difference between it and international file
format reference resources?” like PRONOM and to allow for multiple entries
for different varieties of file formats that constitute distinct ways of packaging
digital content. To clarify these distinctions, consider the JPEG-2000 file format,
which has an entry in PRONOM.*® Whereas PRONOM lists the attributes and
qualities of JPEG-2000 as a format (and of all files that exist in this format), the
authors recognized, based in part on prior research,? that collections in their
custody comprise several different flavors of JPEG-2000, depending on what
scripts created the original files, with each of these variants presenting differ-
ent barriers to access. Thus, re-creating the work of cataloging the significant
properties of the JPEG-2000 file format had no utility per se; the need existed,
however, to document recurring local variants of the JPEG-2000 file type and the
most commonly encountered challenges to accessing them.

Based on this thinking, the Digital Content Format Registry contains the
following general fields for all entries:

Field Description

Veime A descriptive, long-form name to identify a particular type of locally
held digital content. While these names may simply reference a file
format, the concept of a digital content format is flexible enough to
encompass variations of file format content profiles, e.g., recurring
instances of file formats that share common characteristics.

PRONOM ID Relevant PRONOM unique identifiers (PUIDs) that link to correspond-
ing file format entries within the PRONOM Registry Database. In this
model, the digital content format entry is a local enhancement of a
base file format entry from PRONOM, to document characteristics of
digital content formats under institutional stewardship.

Policy Summary A statement describing local confidence level and curatorial practice
with regard to a digital content format, if this exists

Logical [File] Extension A list of known file extensions native to the file format or to the
program/application from which it originated.

Related Formats A list of related digital content formats from within the Digital Content
Format Registry, some of which may share consistent dependencies.
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In addition to these general fields, digital content format entries also con-
tain sections focused on file-rendering profiles and normalization paths, as well
as Administrative Notes and Attachments. File-rendering profiles detail the soft-
ware and operating systems used to open files, and normalization paths spec-
ify information about target file formats to which designated formats may be
migrated should the need arise, with information about recommended software
for conversion.

With the format registry feature in place in Medusa, the authors began
creating records in it. While we often identified and documented file formats in
a nonlinear fashion, we generally followed these steps for each digital content
format:

1. Selection. From Medusa’s Virtual Repository of Born-digital Collections,

a project researcher navigated to the File Statistics tab and selected an
extension from the File Extension table to investigate (see Figure 2).

2. Investigation. The researcher examined born-digital files associated
with the selected extension, and attempted to identify the file format
and to access the file’s content by using a variety of tools, techniques,
and resources. The approaches used differed from one format to
another, but often included examining Medusa’s built-in file identi-
fication data such as a file’s assigned internet media (MIME) type or
technical information provided by the file information tool set (FITS),
looking at selected files in a text/hex editor, culling information from
trusted online file identification tools and file format registries, and
drawing contextual information from the collection’s directory and

Virtual Repository: Born Digital Collections
Overview File Statistics
Storage
State Size (GB) Files
Bit Level 2,428.31 1,361,425
Collections
External ID Title Contact Size (GB)
0901057 Agriculture, Consumer, and promeillinois.edu 1,123.12 [/]
Environmental Sciences Photograph File
(Born Digital Records)
4167184 Engineering Open House Records promeillinois.edu 179.18  [V]
(Born Digital and Digital Surrogates)
1801082 UC2B Initative (Born Digital Records) brinnam2eillinois.edu 153.73

FIGURE 2. Partial list of collections in the Born-digital Collections Virtual Repository
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subdirectory hierarchies, as well as from other nearby files in which
the files under investigation appear. Then, if applicable or possible, the
researcher opened selected files in their native and/or a compatible OS
and software environment. This investigation sometimes required con-
tacting creators of the collection; vetting and synthesizing available
information from specialized blogs, forums, and listservs; and down-
loading and experimenting with software.

3. Synthesis. The researcher created a Digital Content Format Registry
entry or entries. At minimum, this included a descriptive file format
name, any associated PRONOM IDs (if applicable), all known file exten-
sions native to the format, related file formats within the registry, and,
if enough information was available, at least one file-rendering profile
detailing the software and operating systems needed to successfully
access the digital content in question. For each selected file format
entry, the researcher provided contextually rich notes and any helpful
online and/or local documentation, such as detailed information about
relationships and dependencies with other related file formats within
the registry, and, if applicable, a policy summary to reflect local confi-
dence in the file format, different types of descriptive notes, additional
rendering environments, and normalization paths.

The Research Process

During a two-year period from September 2017 to September 2019, the
research team created entries for 250 digital content formats in Medusa’s pub-
licly accessible Digital Content Format Registry.*° This iterative process involved
revising registry entries on an ongoing basis, re-identifying formats that had
been originally misidentified, or identifying additional extensions belonging to
a format that were not included within the original registry entry. These entries
range from brief descriptions containing a short one- or two-line phrase describ-
ing the content format in an administrative note, all the way to rich entries
featuring three or more administrative notes that weave together local con-
textual information and relevant information from online and book resources
about the format and/or about the files in Medusa that belong to the format.
All entries, regardless of their description level, have, at minimum, a content
name and logical extension(s). Depending on available information, entries may
also contain relevant PRONOM IDs, a list of related formats, rendering profile(s),
normalization paths, attachments, and a policy summary.

Looking at file statistics alone in the Born-digital Virtual Repository is illu-
minating, especially compared with other repository units in Medusa. The Map
Library, for example, houses 82,000 files of what could be considered digital
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250000
200000
150000 =
J application foctet-
— stream
100000 o
_____.-I applicationfpdf
50000 —— image/tiff
l—{ 3,379 formats presentin fewer than 5,000 instances }—b
0
Number of Files by Format

FIGURE 3. The project data set’s 1.3 million files by format

surrogates of paper maps. These files comprise eight MIME types, of which the
vast majority are image/tiff, text/xml, image/jp2. By contrast, the Born-digital
Virtual Repository’s 1.3 million files includes 184 distinct MIME types with a
broad distribution over different varieties. That is, 37 of these MIME types are
present in numbers greater than 1,000 files, 39 MIME types count between 10
and 1,000 files, and 107 MIME types have fewer than 100 files. As Figure 3 shows,
these numbers demonstrate a “head” of a few formats in large number, fol-
lowed by a “long tail” of many formats present in much smaller numbers.
When confronted by such a forest of preservation issues, knowing how to
begin approaching its individual trees is difficult. The research process is best
demonstrated, however, by a detailed description of the steps taken to flesh out
a comprehensive set of entries for a particular digital content format, in this case
the Macromedia Director protected movie format. While the deep dive that fol-
lows may go too far into technical detail for some readers, it will illustrate just
how much effort is sometimes required for archivists and preservationists to
understand and gain access to the digital materials under their control. In addi-
tion, it will open the door to an analysis of how best to integrate this effort into
local practices for appraisal, processing, and long-term access and preservation.

Researching a Format

The following walkthrough demonstrates the steps co-author and project
researcher Karl Germeck took to select and identify a born-digital format, test
the rendering of representative files, and document knowledge gained about
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that format in an entry or set of entries in the Medusa Digital Content Format
Registry. Germeck began by browsing the File Statistics tab for Medusa’s Virtual
Repository and selecting extensions at random for research. He then noted
ninety-five files with the unfamiliar extension “DXR” and selected them for fur-
ther investigation. A list of these files revealed that they were predominantly
found in the same collection, the Stanley Smith Papers (Born-digital Records,
Digital Surrogates and Audiovisuals).?!

For some background, the Stanley Smith Papers (Born-digital Records,
Digital Surrogates and Audiovisuals) comprise an entirely born-digital collection
featuring personal records from a professor of chemistry and chemical educa-
tion (1960-2010) at the university. They contain presentations, images, web tuto-
rials, computer programs, software code, and audiofvisual materials concerning
chemistry curricula and instruction, with topics including web-based instruc-
tion, educational software, course materials, and Chemistry Department equip-
ment and facilities. They are an excellent example of the challenges archivists
encounter in stewarding born-digital records.

The files selected with extension DXR were created in 1995 using
Macromedia/Adobe Director, a multimedia authoring and internet publishing
tool for Shockwave, a web-based application and video game platform (not to
be confused with the similar web-based platform, Adobe Shockwave Flash).*?
Director achieved commercial popularity during the 1990s and has been used
to create two- and three-dimensional animation sequences, online video games,
educational software applications, self-running interactive kiosks, stand-alone
CD-ROMs and DVDs for Windows and Mac environments, as well as applica-
tions for Apple mobile devices. Four of Director’s primary file types include an
uncompressed movie (DIR), a compressed movie (DCR), a protected movie (DXR),
and a Windows/Macintosh projector (more on projector files to follow). In 2017,
Adobe announced that it would no longer support the development of Director
or the Shockwave platform in favor of its emerging Creative Cloud technology.*®

While this information is readily available on the Web, archivists who seek
to preserve and provide access to content generated by these obsolete software
tools must go a step further. The project researcher who selected DXR files for
investigation sought to verify that the DXR files in custody were what they pur-
ported to be, that is, that they were not in fact another file format that shares
the DXR extension. In the case of the DXR content isolated for study, a detailed
FITS identification report on a single file entitled ACCL_ROH.DXR (see Figure 4)
indicated that the digital record and object identification (DROID) tool identi-
fied the format as “Macromedia Director” and its MIME type as “application/x-
director.” To further confirm the identity of the file in question, the researcher
opened it in Notepad++, a text editor with a hex editor plugin. In Notepad++,
he was able to view the file’s raw bitstream content and to compare this to
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technical information on the Macromedia Director format from the United
Kingdom National Archives’ PRONOM database. The opening bit-sequence of a
Director for Windows file, represented in ASCII as RIFX, matched the bit-level
examination of the opening sequence of the test file shown in Figure 5.3° To
bolster this evidence, the researcher then viewed the file as plain text to scan
for embedded metadata of interest in the file headers. Indeed, a key word search
of the file for the word “director,” displayed in Figure 6, also revealed the text
“Director 4.0,” suggesting that Macromedia Director version 4.0 was used to
create the file.

Having verified the file format and learned more about it by gleaning con-
textual information from Adobe’s website and from Wikipedia entries related to

¥<fits xmlns="http://hul.harvard.edufois/xml/ns/fits/fits_output™
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:schemalocation="http://hul._harvard.edufois/xml/ns/Tits/fits_output
http://hul_harvard.edufois/xml/xsd/fits/fits_output.xsd" version="@.18.1"
timestamp="16/21/16 1:586 PM">
v<identification status="SINGLE_RESULT">
¥<{identity format="Macromedia Director” mimetype="application/x-director"
toolname="FITS" toolversion="0.16.1">
<tool toolname="Droid" toolversion="6.1.5"/>
<version toolname="Droid" toolversion="6.1.5">PC</version>
<externalldentifier tooclname="Droid" toolversion="6.1.5" type="puid">x-
fmt /341</externalIdentifiers>
<fidentity>
<fidentification>

FIGURE 4. FITS file identification results for file ACCL_ROH.DXR

Offsec(h) 00 01 02 03 04 05 06 07 0B 0% 0A OB 0OC 0D OE OF Decoded text

oooooooo |EENEENEENSE 00 02 B& FC 4D 56 39 33 69 6D 61 70 [ig. . TIMV93imap
00000010 00 00 OO0 18 00 00 00 Ol 0D 00 00 2C 00 00 00 00 ...ewvuee... e
00000020 00 00 00 00 00 0O 00 OC 0D 00 00 00 6D 6D 61 70 ............ mmap

FIGURE 5. File ACCL_ROH.DXR viewed in a hex editor

[= ACCL_ROH.DXR E3

NN NUL NG L RN LING LN LN U LN LN UL SN
RN (A ) (S S S8 § ) Andy Montana -—

CSUF Chem Development team=Macintosh
Director] 4.0 Folder:Organic
update:Dir 4

update : RN ET RN A SHH - G SRH G i
R R A @ (S R £+ S () ) S e
NULNULIDL EINU LD L ENULIND LINGLINUL MU LN LN T

FIGURE 6. File ACCL_ROH.DXR opened in a plain text editor
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Adobe Director and Adobe Shockwave, the researcher then made several unsuc-
cessful attempts to open and view the ACCL_ROH.DXR test file in the Windows
10 environment. An initial attempt to open the file within Adobe Director 12.0
(the last supported version of Director for Windows) failed because the file was
“protected and cannot be opened.” A second attempt to open ACCRL_ROH.DXR
in the Firefox web browser enabled with the most current version of the Adobe
Shockwave Player plug-in produced a static graphic displaying an equation
titled Acid Chloride + Alcohol, accompanied by a Shockwave message indicating
errors with the file prevented playback. Interestingly, both of these testing tools
are obsolescent, as the latest version of Firefox no longer supports the Director
Shockwave plugin, and Adobe no longer provides a download for the trial ver-
sion of Director 12.

Following these two failed attempts to sufficiently open ACCL_ROH.DXR,
the researcher consulted the book Macromedia Director Lingo Workshop in an effort
to better understand the specific nature of Director-protected movies. Written
by John Henry Thompson, chief engineering scientist at Macromedia from 1987
to 2001 and the inventor of Lingo, the scripting language that powered Director
and the Shockwave platform, this book revealed that in the Director publishing
process, DXR files share a dependency with a related application.

Specifically, there had been two ways to publish and distribute Director
content: 1) as web-based Shockwave movies, in which case the published movies
hold the DCR extension, or 2) as a Windows or Macintosh run-time environment
known as a “projector”—often taking the form of a software program or appli-
cation—and distributed onto removable media such as floppy disk, CD-ROM,
DVD, or Apple mobile device. Within Windows, a Director projector held the
EXE extension.* When preparing Director movies for distribution on removable
media, content creators had the option of protecting their DIR uncompressed
movie files via encryption as a means of safeguarding the intellectual property
of their work. If the creator chose the “protect movie” option, the software
encrypted and compressed the video stream of the originating DIR file and
changed the file’s extension from DIR to DXR. Once encrypted, a Director movie
that had been “protected” could no longer be manipulated or rendered within
Director.*” Finally, when a projector containing Director content was created for
distribution on removable media, its creator could either compile video files
within the projector itself or link the video files to the projector. If linked, the
software often placed originating DIR or DXR files within the main directory or
a subdirectory where the projector was located.*®

This was the case with ACCRL_ROH.DXR. As a Director-protected movie, it
was encrypted and altered so that one could no longer open it in Director, or
play it in Adobe Shockwave Player,* without access to its dependent projector
file. Indeed, closer examination of the file directory structure of the Stanley
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v [} 197.9MB CD6_Chem231_2001 | AgeofFiles  [8] Top 100Files ) History
[ 123MB R | @B Chat B Details [ Extensions &8 Users

> [} 1623MB Powerpt 231 2001
~[] 148MB RXNMECH
[l 148mB ORM

' ! 20MB (7 Files]

>l 85MB SPEC

Name ~

ACETAL.DXR
T AL_HAL A.DXR
) AL_HAL B.DXR
% ALDOL.DXR
T ALK_KET.DXR
T ALKYNES.DXR
4 AMIDE_ADXR
% AMIDE_B.DXR
% BR2_TOL.DXR

T BROMON.DXR

FIGURE 7. Structure and contents of DATA folder, with ACCL_ROH.DXR highlighted

v [ ] 1979 MB CD6_Chem231_2001 %] Age of Files Top 100Files g History
[l 123mB IR @ Chart == Details 5= Edensions 88 Users

> [ ] 1623 MB Powerpt 231 2001

N ~
v ] 143MB RXNMECH e
v | 148MB ORM
Ld "] 128M8 DATA [¢] FLEIO.DLL
b B MISC_X.DLL
[1 20MB [7Files] -—
»[ ] 85MB SPEC o 0 NLEGE

[] Reaction Mechanisms.ink
[7] Shortcut (2) to Ormswin.exe.nk
[} Shortcut to Ormswin.exe.Ink

FIGURE 8. Structure and contents of the parent ORM folder, with the executable file ORMSFULL.EXE and
the DATA folder

Smith Papers revealed that the DATA directory containing ACCRL_ROH.DXR (and
a number of other DXR files) sits within a parent directory named ORM, which
contains the executable file ORMSFULL.EXE (see Figures 7 and 8). This realiza-
tion underscored that born-digital files cannot, and should not, be assessed as
solitary objects divorced from their larger documentary context and that idio-
syncratic file types may appear to cause errors when the user (or the archivist)
does not fully understand their required dependencies.*

The researcher then conducted a bit-level investigation of the file ORMSFULL.
EXE. By cross-checking file signature values revealed in a hex editor (see Figure 9)
with file signature information listed in PRONOM, the researcher identified
the file as a 16-bit New Executable, a file format compatible with Windows 3x,
Windows 95, Windows 98, and Windows ME 16-bit OS platforms.* In addition,
the two following pieces of readable text drawn from viewing ORMSFULL.EXE
within a hex editor further suggested the file’s relationship to the Windows
(rather than the MS-DOS) platform and Macromedia Director: 1) a piece of DOS
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File Edt Seaech View Encoding Language Settings Took Macro Run Pluging Window 1

Eousuoen|

Bddress 0 1 2 3 4 5 6 7 8 9 a b ¢ d e f Dump

00000000 (§EI8R)a2 00 01 00 00 00 04 00 11 00 £f £f 07 ooﬁ. ...... e
00000010 00 01 65 40 00 00 00 00 40 00 00 00 OL 00 00 00 ..e@....0.......
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +.uueesssessssss
00000030 00 00 00 00 00 00 00 00 00 00 00 00 b0 00 00 00 «..ueennne.. L

00000040 e8 53 00 54 68 69 73 20 70 72 6f 67 72 61 6d 20 25.This program
00000050 72 65 71 75 69 72 65 73 20 4d 69 63 72 6f 73 6f requires Microso
00000060 66 74 20 57 69 6e 64 G6f 77 73 2e 0d Oa 24 20 20 ft Windows...$
00000070 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00000080 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00000090 20 20 20 20 20 20 5a Oe 1f b4 09 od 21 b8 01 4e A T )
00000040 cd 21 00 00 00 00 00 00 00 00 00 00 00 00 00 00 f1..veusesees.s :
00000060 (§ES) 0f 12 26 07 34 00 00 00 00 00 0a Ob 6b 00 (E).&.4.......k.
000000c0 00 01 0 5d a6 07 02 00 00 00 €b 00 6b 00 08 00 ..Al!.....k.k...
00000040 d4 00 40 00 98 03 bf 06 dd 06 ed 06 0a 08 00 00 0.8...;.F.%.....
000000e0 00 00 05 00 00 00 02 08 47 00 O1 00 00 00 00 03 ....v... Gurerrns
000000£0 48 00 74 08 50 0d £2 09 8d 00 62 43 58 lc 38 62 H.t.P.d...bCX.8b

FIGURE 9. Viewing ORMSFULL.EXE in a hex editor

warning code—known as a “stub” and used to indicate that the executable will
not run in DOS—reads, “This program requires Microsoft Windows,” and 2) the
text “Director for Windows Release 4.0.4.”

Based upon this textual evidence discovered in embedded file header meta-
data, as well as previous knowledge about the OS requirements for Macromedia
Director 4.0,* the researcher determined that ORMSFULL.EXE was originally
intended to run on Windows 3.1. To test this conclusion, the researcher installed
an instance of Windows 3.1 in a DOSBox emulator, a program designed to
approximate the user experience of the DOS operating system. The researcher
then transferred a copy of the ORM directory containing ORMSFULL.EXE and the
subdirectory of DXR files to the Windows 3.1 file system and placed a shortcut
to ORMSFULL.EXE on the Windows 3.1 desktop.

Upon launch of ORMSFULL.EXE, two animated, boulder-sized molecules
lumbered across the screen and smashed together to reveal the title frame of
a commercially purchased edition of the interactive chemistry education soft-
ware, Organic Reaction Mechanisms, School Edition (ORMS) 2.0.** The program’s
main menu displayed a series of chemical reaction categories in the upper por-
tion of the screen (see Figure 10). When one of the reaction categories was
selected, a set of animated chemical reaction modules appeared in the lower-
left portion of the screen (see Figure 11), with each individual reaction module
corresponding to one of the DXR files stored in the DATA folder within the ORM
directory.** The acid halide, rx with ROH module, for instance, corresponded to
ACCRL_ROH.DXR and consisted of four animated subsequences. In this case,
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Organic Reaction Mechanisms

Addition Reactions
Bromonium lon Reactions
Elimination Reactions
Halogenation Reactions
lon Stability

Molecular Orbital in rxs
Rearrangement Reactions
Stereoselective Reactions
Substitution Reactions

Alcohols and Ethers

Alkanes

Alkenes and Alkynes, prep. Of
Alkenes and Alkynes, rx. Of
Aromatic Compounds
Cabonyl Compounds
Carbocations

Name Reactions

—:Vﬂll—_uiﬂfﬂiﬂﬂdi’-

Description

This unitillustrates a high yield and relatively
high cost method of converting an alcohol to

e amide hydrolysis, acidic
e amide hydrolysis, basic

 amide rx, Hofmann rearrangment an ester. This reaction is representative of the
e acid halide, rx with ROH reaction of acid derivatives with nucleophies.
o ester hydrolysis, basic The chloride ion is a very weak base, is a

very good “leaving group.” (The laboratory
procedure generally involves a large excess
of the generally less expensive alcohol). The
alcohol, as a nucleophile attacks the carbon
atom cell, the carbonyl of the acid chloride

FIGURE 10. Main menu (acid derivatives: acid halide, rx with ROH)

-----\Acid Chloride + Alcohol [ —

(n]} il
1] o _
CHz—C-Cl + CHx-0-H — CHz—C-0-CHxg + H-CI

FIGURE 11. ORM Acid Chloride + Alcohol animation module
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understanding the file naming pattern—that the file name for each DXR file
used abbreviations of chemical compounds that then corresponded to a specific
educational tutorial—helped the researcher better understand how each DXR
file related to the larger ORM program.

Documenting a Format

To preserve knowledge learned during the research process about the
dependency shared between Director DXR—protected movies and Windows pro-
jectors, the researcher created two entries in the Medusa Digital Content Format
Registry: one for Director-protected movies (DXR) and another for Director
Windows projectors (EXE). The researcher then supplemented these with a third
entry to provide broader documentation of the Director format as a whole. The
descriptive content names assigned to each entry were as follows:

Macromedia | Adobe Director (Shockwave) Protected Movie*
Macromedia | Adobe Director (Shockwave) Windows Projector*

Macromedia | Adobe Director (Shockwave) Format*’

For each entry, the researcher recorded PRONOM IDs, native file exten-
sions, and related formats, as well as a rendering profile, administrative notes,
and a recommended preservation and curation policy.

As an example, Figure 12 displays the core fields and a compact view of
the file-rendering profiles for the Macromedia | Adobe Director (Shockwave)
Protected Movie registry entry. The two most appropriate PRONOM IDs—one
describing Director for PC files and the other describing Director for Macintosh
files—are linked to the entry. The policy summary consists of an abbreviated
description of the DXR-protected movie file type, a list of known dependen-
cies, a statement of confidence in preservation strategies such as migration
and normalization, and a recommended curatorial practice. The DXR exten-
sion was recorded as the protected movie’s only native file extension, and the
Director Windows Projector and Director Format registry entries were linked to
the Director-protected movie entry as related formats.
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Digital Content Format:
Macromedia / Adobe Director (Shockwave) Protected Movie

Name: Macromedia / Adobe Director (Shockwave) Protected Movie
Pronom: fmt/341 (Director - Macintosh), x-fmt/341 (Director - PC)

Policy Summary: Director protected movies (.DXR) are compressed and encrypted multimedia/
animation files. They have a dependency on Windows or Macintosh run-time environments
known as “projectors,” which often take the form of a software program or application distrib-
uted onto external media such as a floppy disc, CD-ROM, DVD, or Apple mobile device. Due to
the compressed and encrypted nature of Director protected movies, their technical dependency
on Director projectors, and the complexity of the multimedia and animated content in which
they may encode, there are currently no trusted migration or normalization solutions for
Director .DXR files. [Emulation of] A previous or obsolete version of a Windows or Mac OS may
be necessary to successfully render and play Director projectors and their linked .DXR protected
movies. When curating Director protected movies for Preservation, Nearline, or Online access it
is recommended practice to preserve the entire contents and original arrangement of the Direc-
tor projector—i.e., the software program or application originally on floppy disc, CD-ROM, or
DVD—to which the Director .DXR files belong, including necessary program files and any linked
multimedia files (e.g., image, audio, codec, A/V formats).

Logical Extensions: dxr

Related Digital Content Formats: Macromedia / Adobe Director (Shockwave) Format ,
Macromedia / Adobe Director (Shockwave) Windows Projector

Rendering Profiles:

Name Status | Software (Version) 0OS (Version)
Macromedia / Adobe Director | active () Microsoft Windows
Windows Projector on (OS version dependent
(Windows OS dependent on .EXE file version)
on .exe file version)

Organic Reaction Mechanisms, | active Organic Reaction Microsoft Windows
School Edition 2.0 CD-ROM on Mechanisms, School (3.1)

Microsoft Windows 3.1 Edition (2.0)

application/x-dosexec active Schweitzer Engineering Status

Laboratories (SEL)
Manufacturing Virtual Tour
(Version 2, June 2001)

Showing 1 to 3 of 3 entries

FIGURE 12. Macromedia/Director (Shockwave) Protected Movie: core fields and rendering profiles
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Rendering Profile:
Organic Reaction Mechanisms, School Edition 2.0 CD-ROM on Microsoft Windows 3.1

Index

Status: active

Software: Organic Reaction Mechanisms, School Edition
Software Version: 2.0

0Os Environment: Microsoft Windows

Os Version: 3.1

Notes: Organic Reaction Mechanisms, School Edition (ORMS) contains interactive educational
modules of animated organic chemical reactions and was authored by Andrew F Montana
and Jeffery R. Buell of California State University, Fullerton. It was published on CD-ROM for
Windows 3.1 circa 1995 by Falcon Software, Inc. ORMS'’s projector, ORMSFULL.EXE, is a 16-bit
New Executable (NE). New Executables are designed for 16-bit platforms—e.g., multitasking
MS-DOS 4.0, Windows 1.0 - Windows 3x. They are also compatible with the 32-bit Windows 9x
platforms: Windows 95, Windows 98, and Windows ME. To play the ORMS CD-ROM, transfer a
copy of the entire ORM directory from the Stanley Smith Papers (https://medusa.library.illinois.
edu/cfs_directories/336861) to the target Windows 3.1, or compatible OS, file system. Launch
Organic Reaction Mechanisms by double-clicking on the executable file ORMSFULL.EXE.

Digital Content format: New Executable

Digital Content format: Macromedia / Adobe Director (Shockwave) Format

Digital Content format: Macromedia / Adobe Director (Shockwave) Windows Projector
Digital Content format: Macromedia / Adobe Director (Shockwave) Protected Movie

Content types: File Extensions:
e application/x-director o il
e  application/x-dosexec o dxr

e exe

FIGURE 13. “Organic Reaction Mechanisms, School Edition 2.0 CD-ROM on Microsoft Windows 3.1"
rendering profile

The researcher created two initial rendering profiles: 1) a profile for ren-
dering Windows projectors in general* and 2) a profile for specifically rendering
the Organic Reaction Mechanisms, School Edition (ORMS) CD-ROM.* A follow-
up investigation of a DXR file located in another collection yielded an additional
profile for the Schweitzer Engineering Laboratories (SEL) Manufacturing Virtual
Tour CD-ROM.* The rendering profile for the ORMS CD-ROM shown in Figure 13
consists of ORMS software and Windows 3.1 versioning information, a notes
field containing background information about ORMS and detailing Windows
OS compatibility and rendering instructions, and a list of the specific extensions
and content types of the files required to run the software. In this case, the files
required to run the ORMS CD-ROM include Director-protected movie (DXR) files,
a Director Windows projector (New Executable EXE) file, as well as Windows
Dynamic-Link Library (DLL) files. The file format field lists entries within the
Medusa Digital Content Format Registry in which the rendering profile is associ-
ated. Thus, in addition to being applicable to the Protected Movie registry entry,
the ORMS CD-ROM rendering profile also applies to and appears on the New
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Notes Add

kgermeck - 2019-03-11

[Description & Rendering]

Macromedia/Adobe Director is a multimedia authoring and internet publishing tool for
Shockwave, the web-based application and video game platform (not to be confused with the
similar web-based platform, Adobe Shockwave Flash). For a more detailed description of Director,
please refer to the entry for the Macromedia / Adobe Director (Shockwave) File Format: https://
medusa.library.illinois.edu/file_formats/215

A Protected Movie, .DXR, is a Director movie that has been compressed and encrypted in order to
protect the intellectual property—the code and scripts—of a movie from being accessible once

it has been distributed for publication. DXR files cannot be rendered or opened by the Director
software program, nor can they be properly played within a web browser using the Shockwave
plug-in or Shockwave Player (see resource #5 in the Resources section).

DXR files are only playable in association with a Director Projector (a run-time environment,
typically in the form of an executable Windows software program or Mac application) that

has been linked to a .DXR file or a group of .DXR files. (See the Macromedia / Adobe Director
(Shockwave) Windows Projector registry entry: https://medusa.library.illinois.edu/file_
formats/217). The Director projector associated with the .DXR file(s) must be launched first. Once
within the program, a menu selection or interactive activity (.i.e., a .DXR file) can be selected and
played. For more information about rendering .DXR files see the Macromedia / Director Windows
Projector rendering profile: https://medusa.library.illinois.edu/file_format_profiles/189.

kgermeck - 2019-03-11

[Director Protected Movies (.DXR) in Medusal]

There are currently forty-seven unique .DXR protected movie files within the Stanley Smith Papers
and one .DXR protected movie file in the College of Engineering Corporation Files.

1) The .DXR files in the Smith Papers are linked to the Director projector ORMSFULL.EXE, which is
the executable file for the Organic Reaction Mechanisms, School Edition (ORMS) CD-ROM.

The Director projector for the ORMS CD-ROM, ORMSFULL.EXE, is located within the ORM
directory: https://medusa.library.illinois.edu/cfs_directories/328301. The .DXR files for the ORMS
CD-ROM are located within the ORM subdirectory DATA: https://medusa.library.illinois.edu/
cfs_directories/328302. The ORMS .DXR files contain animation sequences that illustrate organic
chemical reactions. For rendering instructions, refer to the “Organic Reaction Mechanisms, School
Edition 2.0 CD-ROM on Microsoft Windows 3.1" rendering profile.

Stanley Smith incorporated a number of individual animated sequences from ORMS as .GIF
images into his web-based course, Organic Chemistry, published by Falcon Software in 2001.

A sample .GIF image from Smith’s course containing animation from ORMS is viewable here:
https://archives.library.illinois.edu/erec/University%20Archives/1505050/0rganic/Mechanism/RX/
SN2Animation.htm.

2) The one .DXR file in the College of Engineering Corporation Files is linked to the Director
projector Projector.exe, which is the executable file for the Schweitzer Engineering Laboratories
(SEL) Manufacturing Virtual Tour CD-ROM. (The CD-ROM is also linked to three .mpg and one
.mpeg video files).

The SEL CD-ROM's projector (Projector.exe) and its one .DXR file (detect.dxr) are located in

the same directory: https://medusa.library.illinois.edu/cfs_directories/1311204. Detect.DXR
consists of a screen resolution settings switcher, which runs upon launching the SEL CD-ROM.
Once a screen resolution selection is made, the .mpg/.mpeg video that corresponds to the
selected screen resolution setting is launched and played. For rendering instructions, refer to
the “Schweitzer Engineering Laboratories (SEL) Manufacturing Virtual Tour CD-ROM on Microsoft
Windows 10" rendering profile.

NOTE: For more detailed information about the ORMS and SEL CD-ROM projectors, refer to the
entry for the “Macromedia / Adobe Director (Shockwave) Windows Projector”: https://medusa.
library.illinois.edu/file_formats/217
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kgermeck - 2019-03-11

[Additional Info — “Protecting” Movies in the Director Software Program: How .DIR
Uncompressed Movie Files Become .DXR Protected Movie Files]

When preparing Director movies for distribution onto removable media, content creators have the
option of “protecting” their uncompressed movie files as a means of protecting the intellectual
property of their work. If the “protect movie” option is chosen, an uncompressed movie is
encrypted and compressed and the extension of that file changes from .DIR to .DXR. Once
encrypted, a Director movie that has been “protected” can no longer be manipulated or rendered
within the Director software program.

kgermeck - 2019-03-11

[Resources]

1) Fileformats.archiveteam.org entry for “Shockwave (Director)”: http://fileformats.archiveteam.
org/wiki/Shockwave_(Director)

2) "Adobe Director” Wikipedia entry: https://en.wikipedia.org/wiki/Adobe_Director

3) “Adobe Shockwave” Wikipedia entry: https://en.wikipedia.org/wiki/Adobe_Shockwave

4) "Adobe Shockwave Player” Wikipedia entry: https://en.wikipedia.org/wiki/Adobe_Shockwave_
Player

5) “Play protected dxr files.” Adobe Director Basics Forum. Last modified December 27, 2008.
https://forums.adobe.com/thread/23205.

6) Lingoworkshop.com'’s “An Unofficial Brief History of Director”: http://lingoworkshop.com/
Articles/history

7) Thompson, John. 1996. Macromedia Director Lingo Workshop for Windows. Indianapolis, Ind.:
Hayden Books.

8) Thompson, John. 1996. Macromedia Director Lingo Workshop for Macintosh. 2nd ed.
Indianapolis, Ind.: Hayden Books.

9) Rosenzweig, Gary. 2003. Special edition using Macromedia Director MX. Indianapolis, Ind.: Que
Publishing.

FIGURE 14. Macromedia / Adobe Director (Shockwave) Protected Movie notes files

Executable, Macromedia | Adobe Director (Shockwave) Windows Projector, and
Macromedia | Adobe Director (Shockwave) Format registry entries.

To accommodate and shape a contextually rich narrative about the local
qualities and behavior of a format, the authors developed a consistent series
of designated sections, or tags, for a registry entry’s administrative notes. For
example, the notes for the Protected Movie entry, shown in Figure 14, are orga-
nized into the four following sections: 1) Description and Rendering, 2) Director
Protected Movies in Medusa, 3) Additional Info, and 4) Resources.

The “Description and Rendering” section provides a summary of the
Director software program and the DXR-protected movie file type and explains
DXR’s dependence on Director projectors. The “Director Protected Movies in
Medusa” section highlights the Medusa collections and directory locations in
which Director DXR files and their linked projectors appear and also provides
descriptions of the content encoded within the DXR files. The “Additional Info”
section addresses the significance of the Director software program’s “Protect
Movie” feature, explaining how that process results in the conversion of an
uncompressed movie (DCR) file into a protected movie (DXR) file. The “Resources”
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Normalization Paths Add

Name Input Extension Output Extension Output Format
Attachments Add
Filename Description

SampleDXR_text_and_hex_editor_views.pdf Demonstrates how to retrieve and confirm
opening bit sequence and file version info

ORM_ACCRL_ROH_AnimationModule.mp4 Video capture illustrating the animated content
of the ACCRL_ROH.DXR: Acid Chloride + Alcohol
Animation Module in the Organic Reaction
Mechanisms, School Edition (ORMS) CD-ROM.

FIGURE 15. Macromedia / Adobe Director (Shockwave] Protected Movie normalization paths and
attachments

section lists citations and/or hyperlinks to the print and online sources most
relevant to researching and documenting the local properties and needs of
Director-protected movie files stored within Medusa. Due to the compressed
and encrypted nature of Director-protected movies, their technical dependency
on Director projectors, and the complexity of the multimedia and animated
content in which they may encode, no suitable normalization path was defined
for the format.

When appropriate, documentation created during the process of research-
ing a format (e.g., screenshots, video captures, typed instructions or notes) may
be attached to a registry entry. Attachments to the Protected Movie entry, as
shown in Figure 15, include screenshots of identifying the bit-level header and
file version of a sample DXR file and a video capture illustrating the animated
content of a DXR file from the OMRS CD-ROM.

The policy summary for the Protected Movie format, highlighted in
Figure 16, emphasizes the technical complications (e.g., proprietary encryption,
file dependency) preventing confidence in the migration or normalization of
DXR files and states that emulation may be necessary to successfully render pro-
tected movies and their corresponding projectors. Furthermore, it addresses the
arrangement and access of DXR files and recommends maintaining the entire
contents and original file directory structure of a software program or applica-
tion associated with a Director projector and DXR files. A preservation or access
copy of a set of DXR files, that is, should include the Director projector, neces-
sary program files, and any externally linked multimedia files on which the
program or application may depend.

The DXR files researched and documented here provide a rich example
of the interdependent, and often obfuscated, relationships that may occur
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Name: Macromedia / Adobe Director (Shockwave) Protected Movie
Pronom: fmt/341 (Director - Macintosh), x-fmt/341 (Director - PC)

Policy Summary: Director protected movies (.DXR) are compressed and encrypted multimedia/
animation files. They have a dependency on Windows or Macintosh run-time environments
known as “projectors,” which often take the form of a software program or application distrib-
uted onto external media such as a floppy disc, CD-ROM, DVD, or Apple mobile device. Due to
the compressed and encrypted nature of Director protected movies, their technical depen-
dency on Director projectors, and the complexity of the multimedia and animated content in
which they may encode, there are currently no trusted migration or normalization solutions for
Director .DXR files. [Emulation of] A previous or obsolete version of a Windows or Mac OS may
be necessary to successfully render and play Director projectors and their linked .DXR protected
movies. When curating Director protected movies for Preservation, Nearline, or Online access

it is recommended practice to preserve the entire contents and original arrangement of the
Director projector—i.e., the software program or application originally on floppy disc, CD-ROM,
or DVD—to which the Director .DXR files belong, including necessary program files and any
linked multimedia files (e.g., image, audio, codec, A/V formats).

Logical Extensions: dxr

Related Digital Content Formatst: Macromedia / Adobe Director (Shockwave) Format ,
Macromedia / Adobe Director (Shockwave) Windows Projector

FIGURE 16. Macromedia / Adobe Director (Shockwave) Protected Movie policy summary, with preservation
and curation statements highlighted

between different file types and formats within a complex digital object such as
a CD-ROM application from the 1990s. The research process reinforced for the
authors the importance of maintaining the integrity of contextual file system
relationships for access and preservation.

Analysis

The example of Macromedia files from the early 1990s is instructive for
several reasons. This particular software and its several file formats were
popular during the years in which they dominated their market. Twenty-five
years after the fact, however, they are so rare as to demand a research effort
to understand how they worked, an effort that eventually required the emula-
tion of a bygone operating system to bring certain files back to life. John Henry
Thompson, the largely unsung luminary of computer programming who cre-
ated this software suite, has expressed concern in recent years about the future
accessibility of Macromedia files and software, saying that content created “not
just with Director, but with Flash and a lot of other digital content—is just going
to slowly evaporate from our heritage because it is not available anymore.”™
Notably, Thompson maintains a website dedicated to efforts to keep obsolescent
Director software alive for the cultural heritage community®* and has openly
courted digital archivists as allies to his cause.
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The Macromedia example suggests that research into file formats, legacy
software, and proficiency in software emulation and other skills related to so-
called digital archaeology will become increasingly necessary for archivists and
their colleagues in digital preservation services during the appraisal process.
That is, the ability to bring historical software and operating systems to life is
often required to even assess what certain digital content is, especially for the
archivist who would like to perform a hands-on appraisal of born-digital records
dating from twenty years ago or more. Director files are just one family of file
formats among many, and the authors could have just as easily selected any
among hundreds of others that exist in their holdings.

To what extent is a general international file format registry sufficient for
the digital preservation knowledge needs of a single organization, beyond the
essential functions of cataloging format signatures and other identifying traits?
As Trevor Owens has written, digital preservation is not primarily a technical
problem to be solved with adequate software; rather, preservation encompasses
“myriad local problems contingent on what different communities value,” and,
as such, it must be conducted differently depending on its context.> This means
that questions of preservation and access must be driven by the needs of an
archives’ constituents. A local format registry thus affords curators a unique
opportunity to understand their digital materials and better address the access
needs of their user communities. It also helps to close the gap between curators
and users who seek to discover, access, and use special collections and the files
that compose them.

This study suggests that, especially for archivists managing historical collec-
tions of heterogeneous born-digital materials, maintaining a knowledge base of
local digital content types has value because a file format is not a single, bounded
thing; it is an approximate notion that encompasses a multiplicity of different
types of information containers. And, as the DXR file example illustrates, con-
text is critical, especially in informing appraisal and curatorial decisions. An
international file format registry may provide reliable reference information on
what makes a PDF a PDE but it may not provide information about why a par-
ticular type of locally held PDF is difficult to open without specialized software.
By complementing the maintenance of universal format registries with local
knowledge stores, preservation managers may identify, define, and manage the
content types that occur most frequently in their own collections.

While commonalities between born-digital materials can be found across
repositories and between institutions, archivists ought to always anticipate
local idiosyncrasies. For this reason, we suggest a layered model of file format
information (see Figure 17), relying on reference services when possible to
characterize file formats in general and contributing knowledge back to these
when possible, while cultivating local records to allow curators, preservation
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Public Information on Digital Content Formats

Let's Solve the File
Format wiki

Web pages, books,
and other published

resources

PRONOM (format
identification and file

—N I

Intuitional Knowledge

e Local variants

e Local rendering requirements (how to open file
in a contemporary operating system)

e Local tools for software emulation (if available)

e Local policies on format preservation and
access

FIGURE 17. Integrating publicly available information on digital content formats with institutional knowl-
edge and policies

managers, and patrons to better understand how to access local strains that
recur in collections of interest.

Much could be gained from sharing local profiles with peer institutions, for
example, in a consortial setting, especially to leverage staff expertise across orga-
nizations with similar areas of collecting focus. The question is still open regard-
ing just how local these ancillary registries ought to be, or how they might best
be shared. Regionally, the Big Ten Academic Association’s Digital Preservation
Group has discussed sharing knowledge in file formats across the group, but, to
date, no progress has been made in implementing a shared service.

Initiating this model at the organizational level comes with a cost. The
learning curve for doing research into digital formats is steep for staff who are
not already familiar with the brief but daunting history of bygone personal
computer technologies. Once trained, staff must dedicate time on an ongoing
basis to monitoring digital content formats as these are acquired by the reposi-
tory and must then communicate their findings to their colleagues to ensure
some consistency of curatorial practice. Nor is it feasible for every archives in
the world to build independent local digital format registries. Looking ahead,
experts in the field of archives and digital preservation ought to consider how
best to integrate these tiers of general and local knowledge about digital con-
tent types and build them into software available for digital curation, as well
as workflows for appraisal, arrangement, and description. Data-sharing and
aggregation models from other areas of archival practices, such as the Social
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Networks and Archival Context project,>* may be worthy of consideration, par-
ticularly if they can be built on top of or as an extension to an existing service,
such as PRONOM.

For the time being, the authors maintain that the practices outlined in this
article have a place in archives, even if their research-intensive nature contrasts
with the type of time-saving affordances most people hope to gain from digi-
tal formats. Given the state of digital preservation practice, archivists cannot
escape the hands-on exigencies of digital preservation work when managing
born-digital collections. While certain tools exist to aid in the automation of
individual tasks related to appraisal, arrangement, and description, the field
is far from possessing a device that automatically scans a directory of files and
identifies precisely their format (and what variety of that format), how to access
their content, what other files relate to them (in a technical as well as in a
documentary context),” which files contain sensitive personal information, and
so on. In the future, tools will likely exist to further simplify archival work-
flows, but the present state of technology and descriptive practice still requires
a significant amount of bitstream-level appraisal to truly understand the nature
of digital content acquired. And this appraisal depends on the context of the
materials, which will always be unique for different fonds, records series, or
manuscript collections.

As appraisal and processing practices evolve in light of the data afforded by
our Digital Content Format Registry, we anticipate the registry will evolve to be
better attuned and integrated into local workflows. Appraisal requires consider-
ation of a variety of factors, and no two file formats will necessarily be appraised
the same way based on their context. While it is true that knowledge about
file dependencies and relationships will considerably enhance archivists’ under-
standing of how the files originally operated and, in some cases, interacted with
each other, the degree to which this information will influence appraisal and
curatorial decisions will inevitably vary depending on the context of the mate-
rials. Furthermore, while digital formats lend themselves best to streamlined
bulk automation and streamlined processes when they have been produced
under controlled circumstances leading to consistent, uniform results, born-
digital archives are more likely than traditional collections of digitized library
materials to contain either peculiar file types or common file types produced in
an inconsistent, idiosyncratic manner.* For this reason, workflows based upon
retaining such files in their original order and format will do a suitable job of
respecting archival values.

Looking to the future, we intend to use our Digital Content Format Registry
to inform research into the use of emulation for content access.”” Particularly
when curating collections of materials from “production” environments related
to audio and video and emergent formats such as three-dimensional images and

The American Archivist m Vol. 83, No. 2 m Fall/Winter 2020

$S9008 931} BIA L0-/0-GZ0Z e /woo Aioyoeignd-pold-swid-yiewssiem-jpd-awiid//:sdiy wouy papeojumoq



Preservation and Access for Born-digital Electronic Records: 423
The Case for an Institutional Digital Content Format Registry

virtual reality, the exported final content rarely adequately represents the sig-
nificant properties associated with digital production workstation files. These
files and their respective software-rendering environments are complex and
require significant knowledge to access them in their original form, making
them strong candidates for emulation as an access solution. However, scaling
emulation services for institutional digital preservation and curation practice
will involve significant knowledge development and sharing. In this context,
local digital content format registries will serve as valuable building blocks for
knowledge gathering and retention. It is even possible that research outlined in
this article could help open the door to a common data-sharing model for digi-
tal content formats and the eventual sharing of locally generated format data
among archivists and preservationists from multiple organizations.

Conclusions and Next Steps

We have demonstrated a working model for an institution-level digital
content format registry. We found that it is feasible to implement a preserva-
tion strategy around cultivating local information on specialized digital content
types. The collection of this knowledge requires human intervention and, at this
time, a meaningful amount of labor. If, one day, all can be done algorithmically,
such a service would by its very nature depend on thoughtful human work to
extend the range of knowledge beyond that supplied by format characterization
tools. In this sense, a strategy focused on developing local knowledge regard-
ing file access, rendering, and preservation pathways is an essential element
of the work that all digital archivists undertake. Nor is it specific to a digital
preservation approach that favors file format normalization over emulation.
Rather, a local format registry is of pragmatic value whether or not institutions
adopt emulation, because local registries inform decision-making, and do not
prescribe outcomes so much as help ensure that outcomes align with the needs
of a designated archives and its users.

At the time of publication, the authors’ Digital Content Format Registry
featured 250 entries, most of which were added by current and past staff or
graduate student workers in the library’s Preservation Services unit. The role
of the registry in local archival workflows will undoubtedly evolve as archi-
vists integrate it into appraisal and curatorial frameworks. The unique, local
context in which the born-digital materials at University of Illinois at Urbana-
Champaign are created must be taken into account along with the growing
institutional knowledge about the variety of the file format’s characteristics
that comprise those materials. We anticipate our registry will lead to more
holistic appraisal decisions augmented by enhanced knowledge about file for-
mats. These informed appraisal decisions will lead to curatorial decisions that
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better enable users to more authentically experience and interact with born-

digital materials. While their own implementation is young, the authors see
many benefits to an organizational file format registry. As such, we encour-
age archivists and digital preservationists to consider how best to meaningfully
integrate the information contained in international file format registries with
local knowledge gained from the hands-on curation of born-digital materials.
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